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Chapter 1: Introduction

1.0 Legal Information

1.1

COPYRIGHT © 2014 Data Respons GmbH

All rights reserved. No part of this document may be copied out, copied, reproduced, or
transferred in other form without the previous express written approval of the Data Respons
GmbH. Misprint, mistakes and changes are left.

In so far as legally as possible, we cannot accept any liability for consequential damage caused

by using this guide. In other respects we shall accept liability for intention and gross negligence

only.

We have done our utmost to ensure that the information in this user guide is complete, accurate
and up to date. We don'’t give any warranty for the correctness of the made details or for the
applicability of the described Product for any special purpose. We cannot provide any warranty
that changes to third-party equipment, which is referred to in this guide, will have no effect on
the applicability of the information provided here.

The author reserves all rights, including the right to reproduce this guide in full or part in any
form.

The content is subject to change without prior notification.

The product is subject to technical change without prior notification.

Registered Trademarks

All used Trademarks in this Document are stated for identification purposes and may be the
property of the various holders.

1.2 Important Information

Please, pay attention to electrostatic unloadings. Use a suitable work station for the work with
CMOS components. Before you consult the customer service of your supplier, you should
notice the notes in this manual. Even during the warranty period, costs may arise by utilising the
customer service if the concerned fault or problem can be corrected from the customer himself
on the basis of this guide describing the solution or remedy.To clean the device just use dry
cloth. Don’t use liquid or aerosol cleaner.

Removing the serial number will void the warranty rights.

Damage caused by inappropriate packing will not be borne by the forwarding agent / insurance
company.

Subject to change without prior notice Last Change 05.11.14
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1.3 Safety References

As is the case with all electrical equipment, there are some basic safety precautions that you
should apply. These safety precautions are primarily for your safety but also to prevent damage
to the device.

Settings not described in this guide and changes to the device electronics are to be carried out
by an authorized vendor only.

Read the user guide carefully and keep it to hand.

Make sure that the device is placed on a stable and flat surface. Make also sure that for rail-
mounted devices the top hat rail is sufficiently grounded and the rail spring has good contact.
Use the device at a tempered, dust- and vibration free place.

Excessive heat will damage the device. Therefore it should not suspend to high temperatures
(No mounting near heat sources. No direct sunlight.).

Device shouldn’t be used at exceptional humidity.

Make sure no liquids or particles can get into the device.

Don’t place the device near to magnetic fields because this can be responsible for data loss.
(Never make any changes to the device that is not described in the user guide.) It's forbidden to
run the device with another supply voltage which isn’t described for the device. This could
damage the device and you will have to pay for the repairs. Only the authorized vendor may
change the input voltage if this should become necessary.

The power supply must be free from overloads and other malfunction. The interfaces must be
free from overloads, different potential and other malfunction. Otherwise the device could
become damaged.

Don’t carry out any modifications in the device which are not described in this user guide. That
could damage the device and the owner will be liable to pay the costs.

Make sure that the following conditions are fulfilled:

Use a suitable power supply unit. In case of any doubt, consult your supplier. The device should
be used exclusively with the mains unit supplied. Using a different power supply unit may lead
to the device being damaged.

If the device is damaged, disconnect it from the mains. Arrange for immediate repair.

Make sure that the mains socket is located near to the device and is easily accessible.

You have to pull the mains plug completely to disconnect.

In case of using an extension cable or multiple contact plug, the maximum power rating must
not be exceeded. The mains cable must be protected against damage by yourself. Do not place
anything on the cable and place it on a safe ground so that there is no danger of stepping on or
tripping over it.

A damaged mains cable must be replaced immediately.

Make sure that the mains cable is disconnected before starting to clean the device. Use a dry
cloth only. Do not use any liquid or aerosol cleaning agent.

1.4 Non-warranty

The Data Respons GmbH is not liable for the use of Software or Products which are mentioned
in this document.

Also this company is not liable if use of these products hurt any existing or future licence or
patent laws from third party. Data Respons GmbH reserves the right to execute modifications of
the contents without previous announcements.

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 6 of 165




1.5 Limited warranty

The Data Respons GmbH guarantees the final consumer (purchaser) in the case of appropriate
use that the device will be for a period of 24 months without any material damage and free of
caused labour costs. In case of production errors or damaged material, the Data Respons
GmbH will do anything to restore the normal operating status (i.e. repair or exchange parts or
the whole product), within the warranty period and if the receipt is available. In free discretion of
the Data Respons GmbH, the exchange may contain new or as good as new devices or parts
which have the same functionality like the original device.

This warranty will expire instantly if the device is modified, used incorrect or sportive/careless
damaged. This also takes effect if the product is affected through force majeure or by using the
device out the proper working conditions.

Only the purchaser has claim for repair or exchange. Other pretensions do not exist. These
warranty conditions substitute all other warranties or warranty services, no matter if assertive,
explicit or implicit. They don't mean that the product came out for certain or economic intention
or any other intention.

Not at all and in no way the Data Respons GmbH is liable for indirect or any damage or
consequential damage which the customer eventually suffers.

The Data Respons GmbH doesn’t give any warranty that the software / hardware match your
requirements or work accurately and faultless. With the installation of the software / hardware
you take not only the full responsibility for the use of the software / hardware but also for the
expected results, the installation, the application and the achieved results which were made by
the use of the software.

For claiming your warranty service, please approach your Vendor, who will send back the
device to the Data Respons GmbH. If there's no receipt together with the device or if the whole
thing isn’t under the warranty period anymore, Data Respons GmbH will repair or change the
damaged parts (own choice) and charge the parts and the working time. Repaired or
replacement devices will be sent back to the added address.

CAUTION:

Product warranty will be void if the serial number is removed.
Through unsuitable packing caused damage wouldn’t be overtaken by
the carrier / insurer.

Subject to change without prior notice Last Change 05.11.14
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Chapter 2. The Device

2.1 Sockets ipEther232..., ipNTP

ipEther232 has three sockets:

o Ethernet (10BaseT) for a 10/100 Mbit network
e SUB-D 9 connector

e 9V DC mains supply or

e 24V DC or 48/60V DC protected against polarity reversal

A diagram of all connectors and their designation is displayed on the housing.

2 O
|m =
@
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-
o

i.— “‘ NV
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1amod

Ethernet
10/100
RJ45

SUB-D 9 Pin

The LEDs indicate the device state and have the following meaning:

= v = e POWER The device is switched on.
[ Sz = e System Slow flashing indicates that at the moment there is
g Q ; % no connection to a PC. Fast flashing indicates that
ih oo 3 the device is in use.
@00 ® e LINK LAN There is a physical connection to the network.
e LANRX Packets are received by the Ethernet.
ecoe e LANTX Packets are sent to the Ethernet.
0 Q = % o V24 RX Data is received via the RS232 line.
=L zZg o V24TX Data is sent via the RS232 line.
ay —uw e Error An error has occured in the RS232 line.

At Ethernet protocols like IPX, RIP and IGRP (MTU
higher than 1500) the red LED lights up

because it can’t be recognized by the

Ethernet protocol.

After the virtual Com-Port is closed the red LED will
light up for 0.5 seconds to make it optically visible.

Subject to change without prior notice Last Change 05.11.14
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Exception ipNTP: here the LEDs have the following meaning up to version 10.9:

> e POWER The device is switched on.
= o z < e System Slow flashing indicates that at the moment there is
§ 2 ; X no synchronisation. Fast flashing indicates that the
w=o I device is in use.
CO® e LINKLAN There is a physical connection to the network.
000e® e LANRX Packets are received by the Ethernet.

e LANTX Packets are sent to the Ethernet.

H2rZ e SECOND Second impulse is received by the DCF-77.
% § % E e MINUTE Minute impulse is received by the DCF-77.
o 2 e ANTENNA  DCF-77 signal is lost.

For the ipNTP version 10.10 or newer with DCF and GPS realization, the LEDs
have the following meaning:

e POWER The device is switched on.
= oz % e SECONDq) Second impulses received by the DCF-77.
S S x e GPS RXp Packets are received by the GPS.
& & S e GPS TXp Packets are sent to the GPS.
e LANRX Packets are received by the Ethernet.
0000 e LANTX Packets are sent to the Ethernet.
co0e e LINK LAN There is a physical connection to the network.
©rEZ e ANTENNA If the LED lights permantently it means that no DCF77
% 0z G or GPS-Signal is received. If the LED is flashing it
L o-JE means no optimal transmission is established and
< therefore it can’t be synchronized.
@ Only for ipNTP with DCF-77-Antenna
@ Only for ipNTP with GPS-Antenna
Subject to change without prior notice Last Change 05.11.14
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2.2 Sockets ipEther232.10

ipEther232 has four sockets:

Ethernet (10BaseT) for a 10/100 Mbit network

SUB-D 9 connector

Four digital inputs and two digital outputs or six digital inputs
9V DC mains supply or

24V DC or 48/60V DC protected against polarity reversal

Digital Input /
Digital Output

Power

9V DCor24VDC
resp. 48/60V DC

Ethernet
10 Mbit RJ45

RS232
SUB-D 9 Pin

The LEDs indicate the device state and have the following meaning:

Subject to change without prior notice

= v = e POWER The device is switched on.
[ Sz = e System Slow flashing indicates that there is no connection to
% Q ; = a PC at the moment. Fast flashing indicates that the
ih oo 3 device is in use.
Yele) ) e LINK LAN There is a physical connection to the network.
e LANRX Packets are received by the Ethernet.
e60® e LANTX Packets are sent to the Ethernet.
i 9 £ % o V24 RX Data is received via the RS232 line.
=D zg o V24TX Data is sent via the R$232 line.
oS - e Error An error has occured in the RS232 line.

At Ethernet protocols like IPX, RIP and IGRP (MTU
higher than 1500) the red LED lights up
because it cannot be recognized by the
Ethernet protocol.

After the Com-Port is closed the red LED will light up

for 0.5 seconds to make it optically visible.

Data Respons GmbH ipEther232 V12.6 Page 10 of 165
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2.3 Usage ipEther232 (virtual ComPort)

Subject to change without prior notice

ipEther232 enables you to use serial interfaces via a TCP/IP network, LAN or
WAN.

This allows you to control devices without a network interface over long
distances.

Such devices are:

modems
printers
SPS controls
embedded controllers
Integration in the Windows environment is realized via a driver which supplies a
virtual serial "COM" interface.
For the application the virtual COM-Interface looks like an integrated normal
interface in the PC. Also the behaviour of the interface corresponds as far as
possible like a physical COM interface. Up to 254 virtual interfaces can be
installed on one PC.
=
Q Windows NT
3 _ 2000, XP
TCP/IP
Ethernet

RS232 or RS232 or RS232 or
RS485 RS485 RS485
leXEL o 1“
—————alea
\\\
Telephone system ASCII-Printer Modem

Last Change 05.11.14
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2.4 Usage ipEther232.Modem (Ethernet modem)

ipEther232.Modem enables you to use serial interfaces via a TCP/IP network.
This allows you to control devices without a network interface over long
distances. In addition to the serial interface, the Ethernet modem also has a
network interface. In order to connect two serial devices, simply use two modems
linked via Ethernet instead of a serial cable.

Such devices are:

Terminals

CNC controllers
Counting devices
Embedded controllers
Industrial switches
SPS controllers

Card scanners
Measuring equipment
UPS

PEE LA

Thus, all applications and devices that support terminal or modem functionalities
can also be used via the Ethernet. This has numerous advantages:

Subject to change without prior notice

lower telephone costs

reduce the number of analogue connections (monthly fee)
simplified logistics

extremely low porting costs

protects your investments by converting serial devices into network
devices without requiring changes in the existing software and so
additional product development costs are saved

versatile power supply and optimal housing solutions

automatic setup of network connection after interruptions

easy to setup and suitable for larger installations

simple integration of serial applications

Last Change 05.11.14
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"Networking" will soon be the global standard. However, manufacturers
require expensive labour, precious time and comprehensive experience to
develop network technologies. As most devices are already equipped with
an RS232/485 interface, the Ethernet modem offers an instant and efficient
solution for transmitting RS232/485 data via the network. The Ethernet
modem not only provides added value to your product but also the value of
your existing equipment may be expanded for the next generation.

R5232

RS5232

e ———————— e ——————

[ipEth erZd? Mode mj

&p Ether232 Mo demj

WAM e g Intemet
TCR/P (LAM e.g. Intranet)

Ethernet
104100 MBit's

Farameterizing e qg.

with a noteboolk

Lip EtherZ3Z Mod Em] (ip Ether?d2 M Ddemj [ip EtherZ SQ.MDdemJ

RS999 F5739 5485

[yl

M

oo
Bl

11l o
The

Subject to change without prior notice

Alamm Equipment Measuring Measuring
Instrument Instrument
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2.5 Usage ipEther232.PPP (PPP — Gateway)

The PPP / Ethernet — Converter enables the transmission of network packets via
a serial interface from and to the Ethernet (PPP = Point to Point Protocol).

With ipEther232.PPP, all these (serial) devices can be linked up to an Ethernet
LAN via TCP/IP and also to the Internet or your company intranet.

The PPP gateway solution works with all operating systems and is compatible
with existing PPP applications. You can start several services (ftp, telnet, www,
ssh, rsh, rcp etc) simultaneously via this transparent network connection.

1.) “Ethernet for all*

| .
|
| TCP/IP |
| DEU{CE ,  Ethernet capability for all TCP/IP
| i enabled devices without a dedicated
| i Ethernet interface, such:
! RSZ32
: | - Embedded PC
: I - SPS
! I - PC
! | - Notebook
! . - Modem
! . - Router
[ ;- PDA
oo :
Ethernet
TCRAP
Subject to change without prior notice Last Change 05.11.14
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2.) “simple Network routing“

Ethernet
TCRIIP

ipether232,PPP

Simple routing between two
networks via GSM, ISDN or
analogue modems, for instance to
link up a branch to the company
LAN.

ipether232, PPP

Ethernet
o TCR/IP
3.) “dial in®
RS232

Enables Company LAN access for home
office, remote maintenance and
company networks.

ipether232. PPP

Ethernet i
TCR{IP

Subject to change witnout prior nouce Last Change 05.11.14
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2.6 Usage ipNTP (SNTP TimeServer)

DCF77 /| GPS
antenna

N
R

ipNTP-TimeServer

time detection system

SNTP-Protocol

task execution

TCP/IP
Ethernet

The ipNTP stand-alone time server provides DCF77 / GPS time information for
computers, controllers or other dynamically critical devices / applications over the
Ethernet. The client first determines the average transmission time for the data
exchange with the time server. After that, the client fetches the current time and
patches this value around the transmission time. The time on the client deviates
only a few milliseconds from the time server.

All components in the TCP / IP network could be synchronized over the SNTP
protocol with the time signal transmitter Mainflingen near Frankfurt on the Main
(DCF77), or through the global satellite navigation system (GPS).

Time-precise solutions are needed in task executions, schedulers, personnel
information systems, time recordings and error logging. By using the network
protocols, SNTP (Simple Network Time Protocol — RFC 2030) and TCP / IP,

platform independence, even in heterogenous networks, is guaranteed.

Subject to change without prior notice Last Change 05.11.14
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NTP Server - Information

The Network Time Protocol (NTP) is used in order to synchronize the time of a
client via the Internet/Intranet with other computers or with an external clock. The
primary NTP time servers via external timers are locked as correct as possible to
the Coordinated Universal Time (UTC). The NTP Client synchronizes the time by
NTP commands with the servers indicated as an argument.

DCF77 - Information

The DCF77 radio clocks receive the official time of the federal republic of
Germany from the Physical Technical Federal Institution (PTB) in Braunschweig
and transmit the signal over different interfaces to computers and systems. The
long-term accuracy of the PTB calibrating standard measure is achieved by radio
alignment of the sender DCF77 in Mainflingen near Frankfurt on the Main of 1
x10 E-13 weekly. Due to the high accuracy, only this time is recognized as legally
binding in the federal republic.

GPS - Information

In approx. 20.000 km high satellites are moving in different orbits around the
earth. In every satellite, there is an atomic clock (min. accuracy 1x 10 E-12),
whose time is sent out continuously with the orbital data. The GPS-receiver
registers the dates of minimum 3, maximum 6 satellites and calculates its position
of these values. If the position is computed, the terms of the dates can be
determined by the individual satellites. From these values, the GPS world time is
determined in the timeserver and continued exactly about a variable quartz time.

Subject to change without prior notice Last Change 05.11.14
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2.7 Usage ipEther232.10 (Data-Logger)

The compact "ipEther232.10" data logger / event logger enables the acquisiton of
digital input values, such as process and machine data, which are then
automatically transferred via Ethernet to a central server (standard PC) for further
processing.

Acquisition, counting, monitoring of digital signals,
processing, visualization, warnings

Acquisition
- operating data
- pulse counter
- uptime

= LILI L

it | Visualization

— - standard applications
Collect: I - HTML event display
- events .

: ipEther232.10 Server (standard PC) I
- bit patterns ;
- Windows.Forms Control | Warni
- counter values - OCX / ActiveX Control | i
-OPCDA20/30 oed
- HTML event display | - sms
| - fax
I ) .
{t i ICRLOCERERD
Its modular structure and consistent separation allow easy implementation for a
wide range of uses. ipEther232.10 is highly scalable for small or high numbers of
I/0O channels for central or decentral digital data acquisition wherever the data is
needed.
ipEther232.10 features a compact design, is easy to integrate and offers a wide
range of applications including process and machine data acquisition,
automation, central building control systems and measurement data acquisition.
Subject to change without prior notice Last Change 05.11.14
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2.8 Usage ipEther232.Protocol-Printer

Innovative substitution for protocol printers

These problems are things of the past
- Paper jams or “out of paper” errors of the protocol printer
- Unreadable printouts because of defective colour ribbon
- Printer is not switched on
- Complicated backtracking in the paper archive

protocol printer

FC / Server,
storage of the
unchanged

ipEther232. print data (1:1)

Frotolalldrucker”

Replace serial/parallel printers and transmit the captured print data via the
Ethernet to a central server (on which the capture software is installed).

The service for the data collection can connect to any number of
“ipEther232.Protokolldrucker” and every machine (print source) can be
configured individually.

The captured print data will be stored unchanged (1:1) into files on the server.
The data can be created for each page, separation sequence, per hour, daily,
monthly or yearly on the central server in an output directory.

The received print data can be changed with "search&replace " option
(only meaningful with text data)

- replace from a character string by another

- optional inserting of a time stamp e.g. per line

To view the unchanged print data, the following applications can be used:
- ASCII --> Editor e.g. Notepad
- Postscript --> GhostView
- Epson Compatible 24 Pin -> DosPrinter http://www.geocities.com/DOSPrint/

Further processing of the received print data for visualization, analysis, or long
time archiving is possible in optional individual projects.
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Chapter 3: Commissioning

3.1 Installation

Connect the device to the mains. The "Power” signal and the flashing "System*
LED indicate that ipEther232 is ready for operation.

ipEther232 is connected to the network via an RJ45 socket.
The "Link LAN® LED (connection) indicates the connection to the LAN.
If this is not the case, check the network connection or network line.

. The enclosed CD contains a driver setup programme and the configuration tool.
II% The driver suits for all Windows NT based operating systems (Windows NT from
SP5, Windows 2000 and Windows XP).

All applications are based on the Microsoft .Net Framework 1.1. If .Net is not yet
installed on your machine, we ask you urgently to install the DotNet framework
1.1.

The URL is:
http://msdn.microsoft.com/netframework/downloads/updates/default.aspx

If you don't have an Internet connection, please install it from the CD.

In addition, the Database Application needs the "Microsoft Data Access
components 2.8". To install this component, you can use:
http://msdn.microsoft.com/data/mdac/downloads/default.aspx

No PC reboot is necessary after the installation. The configuration tool starts
automatically after the installation.

For later configuration sessions, the program is included in the "Program files -
ipcas GmbH — ipEther Products* folder.

3.2 Configuration Tool

The configuration program recognizes all devices in its own network segment,
even if they do not have a valid IP address.

F®ipE ther Config ¥12 - 1.1.2175.17314 (15.12.2005)

File Edit Help
r—ipEther devices found in the local network (press right mouse buttan)
MName | IP Address | AL I Device Type | Versionl Infa | Inse | Fing DKI In LocaINetl Passwordl Loggedlnl CPL IDI
Timeserver 192109.223.215 | 00.09.82.00.02.48 | ipEther SMTP 1014 Falze True Tiue Falze True ooon
Zirmer 321 192109.223.210 | 00.09.82.00.33.33 | ipEther_|0Bax 106 Falze True True Falze True 0427
Marcus 192109.223.212 | 00.09.82.15.4812 | ipEther_Printer 121 Falze True Tiue Falze True 0427
Mike 192109.223.228 | 00.09.82.00.24.52 | ipEther_|0Baox 121 Falze True Tiue Falze True 0427
Zirnrner 320 192109.223.213 | 00.09.82.18.74.52 | ipEther_Modem 10.7 Falze True True Falze True ooao

Benni 192109.223.214 | 00.09.8218.41.00  ipEther_|0Baox 121 True True True Falze True 0427
00.09. 52, 48 7412 | ipEther 232 COM:

| True | 0000 |

Telefonanlage | 159210 16

By clicking on a column in the overview border (e.g.: “IP Address”), all found
devices are sorted for a better overview.
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In the overview border are the following entries:

Name

IP Address

MAC

Device Type
Version

Info

In Use

On ipNTP - DCF77
On ipNTP - GPS

Ping OK

In Local Net

Password required

Logged in

CPU ID

Info (Comments could be very helpful to find a
particular device very quickly)

Current IP-Address

MAC-Address

Firmware type of the device

Current Firmware version

Current configured ComPort (only at ipEther232
wvirtual ComPort®)

If this entry is ,True®, the device is already in use and
you shouldn’t configure the parameters.

The device received data one minute along if this
entry is “True”

If this entry is “True”, the device received signals from
several satellites.

If this entry is ,False®, the device couldn’t be found. It
is not connected, switched off or is in another network
segment.

If this entry is ,False®, the device is not in the local
network segment.

If the device is installed behind a router, the IP-
Address couldn’t be changed. This is to prevent the
device from getting inaccessible by mistake.

If this entry is “True®, the device is password-
protected and the password has to be entered before
the configuration. (Right-click “Login”)

If the password is forgotten, the device must be
returned.

If this entry is “False®, the password (Right-click
“Login“) has to be entered before the configuration.
Identification label from the CPU ID

(0000 = this feature is not supported in that firmware
release)

To start with, each device must be allocated with an unambiguous IP address.
On delivery of ipEther232, no valid IP-Address has been set (Default: 10.10.5.1).
The IP-Address can be obtained from the network administrator. It must comply
with your network and cannot be assigned twice.

If you are embedded in a DHCP network, you'll have to receive a static
IP-Address from your network administrator for your ipEther232.

In order to set the IP Address of your ipEther232, the device must be connected
to its own network segment.
If there is a need, connect the device via a "cross over” cable to the PC.
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™ ipEther Config ¥12 - 1.1.2175.17314 [15.12.2005)

File Edit Help
—ipEther devices found in the local network, [press night mouse button)
Mame IF Address Device Type In Local Met | Pagsword | LoggedIn | CPU 1D
I 5 | o0 PO | e | e | | True | 0000 |

Zimmer 321 | 192109.223.210 | 00.09.82.00.33.33 | ipEther_0Box & 558 lse | True True Fals= True 0427
Marcuz 192109.223.212 | 00.09.82.15.4812 | ipEther_Printer Set Mame lze True True Falze True 0427
Mike 192109.223.228 | 00.09.8:.00.2452 | ipEther_|0Box Change Passward lze True True Falze True 0427
Zimmer 320 192109.223.213 | 00.09.8:.19.74.52 | ipEther_Modem Upload Firmware e True True Falzz True noao
Benni 192109223214 | 00.09.82.18.41.00 | ipEther_|0Box Delsta e True True Falze True 0427
Telefonanlage | 192109.223.216 | 00.09.82.48.7412 | ipEther_232 lse True True Falze True oano

[

Add Device Manually

Wiew Event Log

Properties

By the use of a right mouse click on an entry of a device, a dialogue is shown
where you may perform further actions.

Set IP Set IP Address

Set IP Address

)4 Cancel |

Set Name Comment for overview

Device name

] Cancel |

Change Password Set / change password

Ethange Password -0 x|

Qld Paszword ||

Mew Pazzword I
Retype Mew Paszwaord I

| ()4 I Cancel |
y
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Upload Firmware

Delete
Login

Add Device Manually

Subject to change without prior notice

Update new firmware. You can find new versions of the
firmware on http://www.ipcas.de. You should only update
if you really need to.

2l
Suchen in: I@ ipcas GmbH Firmware j (=] rj( v

[#pz3z,_ 10:2 e
) iptodem_10-2, HEX
[#)ipPPPae_10-5.HER
|s8]ipSTP_10-6.hex
Dateinams: I j Oifren I
Diateityp: IFirmware Filef* hew) j Abhrechen |

7]

Delete current marked entry

If the device is password protected (Password required =
“True®), you have to enter the password before the
configuration.

[k Cancel |

4

If ipEther232 is connected after a router, they are not
automatically located. They have to be entered manually
("Add Device Manually“).This requires the entering of the
IP Address. If the device can be accessed via this
address, it is included in the list.

If the device is installed after a router, the IP Address
couldn’t be changed. Otherwise, the device might
become inaccessible by mistake.

IP Address

]9 Cancel |

4
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Show internal Trace

Properties

Open current log file. The messages of the configuration
tool will be shown here.

EEvent Logging - |EI|1|
10.10.5.1; Login: Ok

10.10.5.1: Ping: Connection ok

10.10.5.1: Found

10.10.5.1: Login: QK

10.10.5.1: Ping: Connection ok,

10.10.5.1: Found

10.10.5.1: Login: OK

10.10.5.1: Ping: Connection ok

10.10.5.1: Login: QK

10.10.5.1: SetlP: Ok

101052 Login: QK

10.10.5.2 Changed

10.10.5.2: Systemn.E xception: Ping: Connection lost - System MulR eferenceE xception: Object reference
10.10.5.2: Changed

K
Cloze I
Type-specific configuration surface.
Further information in the respective chapters.

2

A dialogue will be displayed by a right-click on no entry of device.

ipEther Config 12.0.2328.18643 (17.05.2006)

[ =101 x

File Edit Help
—ipEther devices found in the local nebwark [press right mouse button)

Mame IF Address AT | Device Type | Versionl Info | In Uze | Ping DKl In LocaINetl Passwoldl Logged |n| CPL |D|
"""""""""""""""""""""""" R Vs beieichen b NN Siecl ¥ e T T T84 Falze ™ Trie Trie Falee ™™g 043

Refresh Device Lisk
Add Device Manually
View Evenk Log

Wiew Device Messages

Refresh Device List
Add Device Manually

Subject to change without prior notice

Refresh all devices

If ipEther232 is connected after a router, they are not
automatically located. They have to be entered manually
("Add Device Manually“).This requires the entering of the
IP Address. If the device can be accessed via this
address, it is included in the list.

If the device is installed after a router, the IP Address
couldn’t be changed. Otherwise, the device might
become inaccessible by mistake.

IP Address

]9
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View Event Log Display current Logdfile. The messages of the
configuration tool will be shown here.

EEvent Logging - |EI|1|
10.10.5.1; Login: Ok

10.10.5.1: Ping: Connection ok

10.10.5.1: Found

10.10.5.1: Login: QK

10.10.5.1: Ping: Connection ok,

10.10.5.1: Found

10.10.5.1: Login: OK

10.10.5.1: Ping: Connection ok

10.10.5.1: Login: QK

10.10.5.1: SetlP: Ok

101052 Login: QK

10.10.5.2 Changed

10.10.5.2: Systemn.E xception: Ping: Connection lost - System MulR eferenceE xception: Object reference
10.10.5.2: Changed

I 2]
Close I

View Device Retrieve actual Lodfile. Messages from the device and
Messages the firmware are shown here. The configuration tool must
be activated.

T — _ioix]

Close |

3.3 Lodfiles

Like it was described in the chapter "Configuration tool", you can find the error
descriptions here, which are sent from the embedded controller to the
configuration tool via Ethernet.

At the same time, all errors are saved in the Windows Event-Manager by the
service “ipcas.ipEther.DeviceMessagesService“. For that, the configuration tool
does not have to be started.

View Device View current logfile. Messages of the Device / Firmware
Messages are shown here. For that, the configuration tool has to be
started.
[ Bressages fromDevices Lol x|

Close |
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10

11

12

13

14

15

16

17

18

19
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ERR_None

Everything OK

Alles ist in Ordnung
ERR_UartDataWhileNoCTS

In spite of CTS-Signal, data has been sent

Trotz CTS-Signal, wurden Daten gesendet
ERR_RXDBufferOverrun

Receive buffer overflow in int. RAM -> Data loss

Uberlauf im UART Empfangsbuffer des int. RAM -> Datenverlust
ERR_TXDBufferOverrun

Transmit buffer overflow in ext. RAM -> Data loss

Uberlauf im Sendebuffer des ext. RAM -> Datenverlust
ERR_NICOverrun

NIC (Network Interface Controller) Overrun -> Data loss

Uberlauf im NIC (Network Interface Controller) -> Datenverlust
ERR_SETUP_BAUD

The UART (RS232) parameter baudrate is not correct

Der UART (RS232) Parameter Baudrate ist nicht korrekt
ERR_SETUP_PARITY

The UART (RS232) parameter parity is not correct

Der UART (RS232) Parameter Parity ist nicht korrekt
ERR_SETUP_DATA

The UART (RS232) parameter is not correct

Der UART (RS232) Parameter ist nicht korrekt
ERR_SETUP_TIMEOUT

The UART (RS232) parameter timeout is not correct

Der UART (RS232) Parameter Timeout ist nicht korrekt
ERR_UART_OVERRUN

Overrun Error Bit from received Control register (UART) will be ignored.

Overrun Error Bit von empfangenen Steuerregister (UART) wird ignoriert.
ERR_UART_FRAME

Framing Error Bit from received Control register (UART) will be ignored.

Framing Error Bit von empfangenen Steuerregister (UART) wird ignoriert.
ERR_PARITY

UART: Parity error

UART: Paritatsfehler
ERR_INVALID_232MSG

ETH232Message: Invalid Command

ETH232Meldung: Ungliltiger Befehl
ERR_ACCESS_DENIED

Port already open

Port bereits gedffnet
ERR_FATAL_TXD_RING_SYNC

TXD Ringbuffer out of sync

TXD Ringbuffer nicht synchronisiert
ERR_FATAL_RXD_RING_SYNC

RXD Ringbuffer out of sync

RXD Ringbuffer nicht synchronisiert
ERR_NO_RXD_RESPONSE

No receipt from server -> Bufferreset

Keine Riuckmeldung vom Server -> Buffer reset
ERR_FIRMWARE_UPLOAD_CRC

Upload: CRC is wrong -> Abort

Upload: CRC ist fehlgeschlagen -> Abbruch
ERR_NIC_INTERNAL

NIC internal mistake: DMA operation could not be carried out

NIC interner Fehler: DMA-Betrieb konnte nicht durchgefiihrt werden
ERR_SETUP_STOPBITS

Setup: Wrong Stopbits

Setup: Stopbits falsch
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20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38
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ERR_WATCHDOG
Reset because of WatchDog
Reset durch WatchDog
ERR_UDP_CRC
UDP-CRC wrong
UDP-CRC falsch
ERR_FRAME_TO_LONG
Ethernetframe too long
Ethernetframe zu lang
ERR_PPP_BUFFER_OVERRUN_ETH
No space in ext. RAM for IP packets from the Ethernet
Kein Platz im ext. RAM fir IP-Pakete aus dem Ethernet
ERR_PPP_BUFFER_OVERRUN_PPP
No space in ext. RAM for IP packets from the PPP
Kein Platz im ext. RAM fir IP-Pakete vom PPP
ERR_PPP_INVALID_MESSAGE
Invalid PPP Message received. Discarded
Ungtltige PPP-Nachricht erhalten (IPCP oder LCP). Verworfen
(RFC1661, RFC1662, RFC1332)
ERR_PPP_ECHO_TIMEOUT
No Answer for LCP Echo
Keine Antwort fur LCP-Echo
ERR_BOOT
Device Boot
Geratestart
ERR_PPP_CRC
Wrong PPP CRC received
Falsche PPP-CRC empfangen
PPP_LCP_UP
UP LCP protocol — PPP
LCP Protokoll gestartet — PPP
PPP_LCP_DOWN
DOWN LCP protocol — PPP
LCP Protokoll gestoppt — PPP
PPP_IPCP_UP
UP IPCP protocol — PPP
IPCP Protokoll gestartet — PPP
PPP_IPCP_DOWN
DOWN IPCP protocol — PPP
IPCP Protokoll gestoppt — PPP
ERR_INVALID_CONFIG
Invalid Config found in EEPROM. Use Default
Unglltige Konfiguration im EEProm gefunden. Verwende Standard
ERR_WDT_TIMEOUT
The reason for the last processor reset was Watchdog Timeout
Die Ursache fir den letzten Prozessor - Reset war ein ,Watchdog
Timeout"
ERR_NORMAL_POWER_UP
The reason for the last processor reset was Normal Power up
Die Ursache flr den letzten Prozessor - Reset war Normal Power up
ERR_MCLR_FROM_SLEEP
The reason for the last processor reset was return from Sleep
Die Ursache fir den letzten Prozessor - Reset war Aufwachen aus dem
Stromsparmodus
ERR_BROWNOUT_RESTART
The reason for the last processor reset was from Brown Out
Die Ursache fur den letzten Prozessor - Reset war eine
Spannungsschwankung
ERR_WRONGPASSWORD
Wrong Password
Falsches Passwort
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39 SNTP_GOOD_DCF77_SIGNAL
The DCF77 signal is good
Der DCF77-Signal Empfang ist gut
40 SNTP_BAD_DCF77_SIGNAL
The DCF77 signal is lost or has a bad quality
Der DCF77-Signal Empfang ist schlecht oder nicht vorhanden
41 SNTP_GOOD_GPS_SIGNAL
The GPS signal is good
Der GPS-Signal Empfang ist gut
42 SNTP_GPS_SIGNAL_MISSING
The GPS signal is missing
Der GPS-Signal Empfang ist schlecht oder nicht vorhanden
43 SNTP_CLOCK_SYNCHRONIZED
SNTP Server is synchronized
SNTP Server ist synchronisiert
44 SNTP_CLOCK_NO_SYNCHRONIZED
SNTP Server is not synchronized
SNTP Server ist nicht synchronisiert
45 ERR_PPPoE_RX_FRAME_TOLONG
Bogus in Rx PPPoE length field (payload=1500-PPPoE Header)
Falscher Rx PPPoE Langenfeld (payload=1500-PPPoE Header)
46 ERR_PPPoE_CREATE_LONG_FRAME
The Access Concentrator would create too-long PPPoE packet
Der Zugangskonzentrator erstellt ein zu groRes PPPoE Paket
47 ERR_PPPoE_RX_NO_UNICAST_ADDR
Ignore PADIs which don’t come from a unicast address
Ignoriert PADIs die nicht von einer Unicast Adresse kommen
48 ERR_PPPoE_RX_NO_SERV_NAME
RP-PPPoE: Server: No service name tag
RP-PPPOE: Server: Keine Service Namen Kennzeichnung
49 ERR_PPPoE_RX_INVALID_SERV_NAME
RP-PPPoE: Server: Invalid service name tag
RP-PPPOE: Server: Ungiiltige Service Namen Kennzeichnung
50 ERR_PPPoE_MODEM_DISCONNECTED
The modem is disconnected from the power-supply
Das Modem ist von der Stromversorgung getrennt
51 ERR_NIC_HALF_DUPLEX
The NIC is in half duplex mode
Der NIC ist im Halb-Duplex Modus
52 ERR_NIC_FULL_DUPLEX
The NIC is in full duplex mode
Der NIC ist im Voll-Duplex Modus
53 ERR_DALOG_CHANGE_PASSWORD
System error when changing host password
Systemfehler beim Andern des Host Passworts
54 ERR_DALOG_CHANGE_SUBNETMASK
System error when changing subnet mask
Systemfehler beim Andern der Subnet Maske
55 ERR_DALOG_CHANGE_GATEWAY
System error when changing gateway
Systemfehler beim Andern des Gateways
56 ERR_DALOG_NTP_RESTART
NTP daemon cannot restart
NTP-Dienst kann nicht neustarten
57 ERR_DALOG_SYSCONF
System error when updating the system configuration for next boot
Systemfehler beim Aktualisieren der Systemkonfiguration fur den
nachsten Start
58 ERR_DALOG_NTP_READ_PARAM
System error when reading NTP parameters from filesystem
Systemfehler beim Lesen der NTP-Parameter vom Filesystem
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59

60

61

62

63

64

65

66

67

68

70

71

72

73

74

85

86

90

91

95
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ERR_DALOG_NTP_WRITE_PARAM

System error when writing NTP parameters to filesystem

Systemfehler beim Schreiben der NTP-Parameter in das Filesystem
ERR_DALOG_DB_CONNECTION

Cannot connect to the MySQL database

Kann keine Verbindung zur MySQL Datenbank herstellen
ERR_DALOG_DB_READ_DIGITAL

Error when reading the digital parameters out of the MySQL database

Fehler beim Lesen der digitalen Parameter aus der MySQL Datenbank
ERR_DALOG_DB_WRITE_DIGITAL

Error when writing the digital parameters into the MySQL database

Fehler beim Schreiben der digitalen Parameter in die MySQL Datenbank
ERR_DALOG_DB_READ_ANALOG

Error when reading the analog parameters out of the MySQL database

Fehler beim Lesen der analogen Parameter aus der MySQL Datenbank
ERR_DALOG_DB_WRITE_ANALOG

Error when writing the analog parameters into the MySQL database

Fehler beim Schreiben der analogen Parameter in die MySQL

Datenbank
ERR_CAN2DB_CAN_STOP

CAN Driver finished with Error

CAN-Treiber nach Fehler gestoppt
ERR_CAN2DB_CAN_INIT_STOP

CAN-Driver-Init finished with Error

CAN-Treiber-Initialisierung nach Fehler gestoppt
ERR_CAN2DB_MYSQL_QUERY

MySQL Client — Query failed

MySQL Client — Anfrage gescheitert
ERR_CAN2DB_MYSQL_CONNECT

MySQL Client connected to the Server

MySQL Client ist verbunden mit dem Server
ERR_CAN2DB_SHUTDOWN_CTRL_C

Shutdown with ‘Ctrl+C’

Systemende nach ‘Strg+C’
ERR_CAN2DB_CONFIG_TABLE_CORRUPT

MySQL config table is corrupted

MySQL Konfigurationstabelle ist beschadigt
ERR_CAN2DB_EVENTS_TABLE_CORRUPT

MySQL events table is corrupted

MySQL Ereignistabelle ist beschadigt
ERR_CAN2DB_MESSAGES_TABLE_CORRUPT

MySQL messages Table is corrupted

MySQL Meldungstabelle ist beschadigt
ERR_CAN2DB_CONFIGANALOG_TABLE_CORRUPT

MySQL configAnalog Table is corrupted

MySQL Analog-Konfigurationstabelle ist beschéadigt
ERR_INVALID_SOCKET

Socket is not available

Anschluss ist nicht verfligbar
ERR_CLOSE_CONNECTION

Telnet connection is closed

Telnet Verbindung ist geschlossen
ERR_SAMPLE_OVERRUN

Samples could not been processed in realtime

Die Samples konnten nicht in Realzeit verarbeitet werden
ERR_TXD_FRAME_TO_LONG

Ethernet Frame is too long: Ignored

Das Ethernet Frame ist zu lang und wird ignoriert
ERR_MAX

End of list

Ende der Liste
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3.4 Services

With the installation of the configuration tool, the Service “ipEther Device
Messages logging® is installed, which allows to do a fault diagnosis over a period
of several days. In addition, the Driver-Service for the virtuel COM-Interface is

installed.

The service “ipEther Device Messages logging® writes all Device Messages from
the configtool into the Windows Event-Display, which can be found with right
mouse click on "My Computer" -> Manage -> Event-Display -> Application. An
event can be announced by double-click as follows.

E Computerverwaltung

=10l

J Yorgang  Ansicht H o= || ||§$)

Strukbur I

EI--@ System
[=] @ Ereignisanzeige
~fl] Brwendung

System

Sicherheit

-3 Gerste-Manager

= @ Dratenspeicher

=3 Logische Laufwerke
[]-@ wechselmedien

|

(-G Systeminformationen
[+ Leistungsprotokolle und w
[+ - Freigegebene Ordner

[+ B{a Dienste und Anwendungen

g Computerverwaltung (Lokal)

(- Lokale Berutzer und Grupp

[:I Datentragerverwaltung
E Defragmentierungspragrar

|

| Datum | Uhrzeit | Quelle | Kategotie | Ereignis | Benutzer | Computer | =

@Infnrmat\nnen 21.04,2005 08:09:00 ATI Smart Keine 105 Micht zutreffend  PFALZS
@Informat\onan 20,04, 2005 17:07:07 ipcas.ipEther DeviceMessageService  kKeine 1] Micht zutreffend  PFALZS
@Inl 2] x]| keine ] Michk zutreffend  PFALZS
@Inl Keine 1} Micht zutreffend  PFALZS
@ Ereianis | Keine a Micht zutreffend  PFALZS
%i:: Daturn: 20042005 Quelle: ) \pc.as ipEther.Dexy + E:::: E ::E:E z::g::j ziii:
el | Wil el (e Keine a Micht zutreffend  PFALZS
D Informationen  Ergigriz-AD: 0 ;I Keine i Micht zutreffend  PFALZS

Inl Beputeer. Nicht 2utreffend Keine 1} Micht zutreffend  PRALZS
(E)qn Computer: FRALZS Keine a Micht zutreffend  PFALZS
@Inl ; X keine o Micht zutreffend  PFALED

Beschieibung:
@Inl - Keine 1} Micht zutreffend  PRALZS
O [RURETI0 TR IR 10 (G0 o et o
@Inl : keine o Micht zutreffend  PFALED
@Inl Keine 1} Micht zutreffend  PRALZS
@Inl keine o Micht zutreffend  PFALZD
@Inl keine o Micht zutreffend  PFALED
@Inl Keine a Micht zutreffend  PFALZS
@ rif | DelEnt G TByes O viords kene 0 Nicht zutreffend  PFALZS
@Inl d keine 1] Micht zutreffend  PFALZS ;I
|
|
OK I Abbrechen I [ibermehmen |

You can stop this service under "My Computer" -> Administration -> Services and
Applications -> Services.

You can uninstall the service and the configuration tool under “Start” ->
Administration -> Software.

Subject to change without prior notice

Last Change 05.11.14

Data Respons GmbH

ipEther232 V12.6

Page 30 of 165



Start and stop of the service in the computer administration

The service "ipEther Device Messages logging" can be activated or deactivated
under "Services and applications". A list of all services is announced after a right
click on "My Computer" -> administration -> services and applications

-> services. With a right click on the service, you get the options to "start" or
"terminate” it.

-IBlx]
J Worgang  Ansicht H [ -D|| ||§|J L I 13 |

Strukkur I Mame  # | Beschreibung | Status | Autostarktyp | Anmelden als I o
@ Computerverwaltung (Lokal) %Druckwartesch\ange Ladt die Date... Gestartet  Automatisch  LocalSystem
Eﬁe System %Ereignisprotokoll Protokolliert ... Gestartet  Aubomatisch  LocalSystem
[]--@ Eteignisanzeige %Faxdienst Unkerstitzt 5., Manuell LocalSystem
[]---@ Systeminformationen %Gemeinsame Mukzung der Inkernetverbin,,, Bietet allen C... TManuel LocalSystem
[]---@ Leistungsprotokolle und Warnungen %Geschutzter Speicher Bietet geschil,.. Gestartet Automatisch  LocalSvstem
-] Freigegebene Crdner %Hilfsprogramm-Manager Starket und k... Manuell LocalSystem
----- £ Gerate-Manager %Indexdlenst Deaktiviert  LocalSystem
(-5 Lokale Benutzer und Gruppen %Intelligenter Hintergrundibertragungsdi...  Ubertragt Da... Marell LocalSystem
El@ Datenspeicher Eth < [ogging [ tet  Automatisch Lo em
""" | Datentrager.verwaltung %IPSEC-Richtlinienagent Verwaltet IP-...  Gestartet  Automatisch  LocalSystem
""" @ Defraimentliruniseprogramm %Leistungsdatenprotokolle und Warnungen  Konfiguriert L... TManuel LocalSystem
S Logische Lau. et %Nachrichtendienst Sendet und e... Gestartet  Automatisch  LocalSystem
[]--@ Wechselmedisn . ) o
- %NetMeetlng-Remotedesktop-Frelgabe Erméglicht au... Manuell LacalSystem
El-@ Dienste und Anwendungen K
_____ a_g WMI-SteLerng %Netzwerk—DDE-Dlenst Metzwerktran, . Manuell LocalSystem
% Dienste %Netzwerk—DDE-Serverdienst Verwalet de... Mariell Local3ystem
I:I"g Indesxdienst %Netzwerkverhindungen Verwaltet Ob...  Gestartet  Manuell LacalSystem
%Norton Ankivirus Auko-Protect-Dienst Verarbeitet M... Gestartet  Automatisch  LocalSystem LI
R . . - — - " -

Start and stop of the service through the command shell

In the command shell, the service “ipEther Device Messages logging“ can be
started with the command “net start ipcas.ipether.devicemessageservice“ and
stopped with the command “net stop ipcas.ipether.devicemessageservice®.

The driver-service for the virtual Com-Port can be started with the command “net
start ipether232” and stopped with the command “net stop ipether232”.
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Chapter 4. Configuration of ipEther232

4.1 Configuration of ipEther232

As mentioned above, the configuration program recognizes all devices in its own
network segment.
A double click on an entry opens the details dialog, which contains six parts.

[®ipEther.232 ¥12 Properties 11.0.2162.24171 x|

TCRAP | 1057 | R5232 | Port Assignment | INetInfo | About |

—Infa
MALC |00.09.8e.15.48.12
IP |192_1 09.223.219
Mame ['virtuial COM Port
—Mode

£+ Transparent UDP Mode ¥ Enable more than one clisnt
£ Compatibility Mode

Tranzparent UDP Maode:
Tranzmitz the data without retries.
Thiz mode iz shghtly Faster.

Compatibility bode:
Tranzmits the data with an LUDP bazed protocal.
Thiz pratocol enzures reliable data
commurication, but coztz a litle extra time.

k. I Smply Cancel

TCPI/IP:
This is where you can find the MAC-Address, IP-Address and the set device
name (Set Name).

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 32 of 165




Mode:

Here you can choose between 2 supported modes.

Compatibility Mode:

Transparent UDP Mode:

Subject to change without prior notice

On UDP based protected data transmission that
makes a certain data communication possible but it
costs more time by the data transmission.

You use it for time-critical protocols / data

A fast UDP plain-text transmission, thus can be used
for time-critical protocol / data.

Additionally, this mode makes it possible to open 4
data connections at the same time (“enable more than
one PC”). Redundant installations / data connections
are made possible.

The Transparent UDP Mode is perfect for your own
UDP “Socket” based developments, too.

For the support of your own developments, you can
find function parameters and a communication diagram
in the following chapters. An example application with
its source code in C# is also available.

Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 33 of 165



™ ipEther.232 ¥12 Properties 11.0.2162.24171 | X|

TCPAP TC57 | Fi5232 | Part Assianment | INet Info | About |

—1 usze TCHY

% Format FT 1.1
£ Format FT 1.2
£ Format FT 2

= Format ET 3

Header Length |2 5: byte
Fixed Frame Length I2 3: byte

()% I Smply Carnicel

TC 57 settings
The advantage of the TC 57 settings is that, on reception of a frame of this format
(from the RS232 line), the frame is immediately sent to the Ethernet without

waiting for a timeout. This greatly improves communication speed and
performance.
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The IEC 60870-5-1 and IEC 60870-5-2 norms define four standard frame formats
for the link layer. They are:

Format FT 1.1
Format FT 1.2
Format FT 2
Format FT 3

The Frames with FT 1.2, FT 2 and FT 3 have a fixed frame length.

The Frame includes “Start character”, “Length”’, “User Data” and “Check
Sequence”.

The user must select the desired Format and include values for “Fixed frame
length” and “Header length” parameters.

The range of edit field “Fixed frame length” is from 2 to 255 bytes.

The range of edit field “Header length” is from 2 to 14 bytes. This value only
relates to the “user data” from the header.

SEE IEC 60870-5-1 IEC 60870-5-2
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F®ipEther.232 ¥12 Properties 12.0.2225.164

TCPAP| TC57  FiS232 | Part Assignment | INet Info | About |

COM Part

Mo Modem Sighalz

Flaws Contral CT 5

Flaw Control BT S

Flaws Control SR

Flaws Control DTH

Flow =0M0FF

Half Duplex [R5 485]

|com7 =l

Modem signalz will not be transmitted by the
¥ device. This wil zupresz Ethermet flooding
when modem zignalz change frequenth.

|— The device will not transmit any data as long
az the CT5 line is ‘off'.

RTS is st to 'on' if the device iz able to

[ receive data [internal buffer < B0 filled).
RTS goes to ‘off' if the buffer iz filled more
tharn 90%.

r The device will nat transmit any data if the
D5R line iz 'off'.

The device will zet DTR to 'on' as sooh az a
v .=
client iz connected.

r The device will uze the #0MNA0FF protocol.
For ASCII data anly.

Reception of data iz dizabled while
[ tanzmitting data. BTS iz uzed to switch on
the transmitter.

— Timeouts
Total Read Timeout

Char Dhztance

What iz this? |

[T Use Application Setting

|'||:||:| 3: ms
|1|:| 3: ms

Ok

Apply

| Cancel I

RS232:

“Com-Port": set the COM-Interface which should be used (e.g.: COM9).

Checking the adjusted Com-Ports).
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The entered COM port will exist in your computer and can not be used
immediately before the configuration program is closed (see chapter: 4.2
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“NoModemSignals®: Modem signals will not be transmitted between the device
and a Virtual COM Port driver. In order to make possible communication with
applications, which expect Handshaking, the driver sets automatically DSR and
CTS in this mode.

This option is very interested in combination with the "flow control" settings, so
that possibly needed Handshaking between your equipment and ipEther232 is
regulated.

This will suppress Ethernet flooding when modem signals change frequently.

“Flow Control CTS*: If this option is active, it will be set to CTS — signal as soon
as a Client connects itself with the ipEther232.

“Flow Control RTS*: If this option is active, then the ipEther232 controls the
received data stream pursuant with the fill level of the internal buffer. (The RTS —
signal is set when the internal buffer is less than 50% full. The RTS — signal is
unset when the internal buffer is more than 90% full)

“Flow Control DSR*: If this option is active, the ipEther232 will only send data to
the connected device, when the DSR — signal is set.

“Flow Control DTR*; If this option is active, the DTR — signal will be set as soon
as a Client connects itself with the ipEther232.

“Flow XON/XOFF*“: The XON/XOFF protocol will be used.
Only for ASCII — data (no binary code) (XOFF>=90%; XON<=50%)

“Half duplex mode (RS485)“: During the sending process to the serial interface
the receiving device is switched off. All data received at this time is ignored
(RS485 as a 2 wire solution). The RTS-signal is be used to switch the sender on.

Timeouts:
“Total Read Timeout®: In most cases the default value of 100 ms can remain
unchanged.

“Char Distance®: Only in very few cases, the default value of 10 ms need
adjusting.

“Use Application Setting®: If this option is active, the value from the
application will be used instead of the adjusted "Char Distance", if available.

For further information about these two parameters, please refer to: Technical
Details (Receiving).
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C®ipEther.232 ¥12 Properties 11.0.2162.24171 x|

TCPAP| TC57 | RS232 Pt Assianment | INet Info | About |

kAT | Port | IF | Comment |
0000 none 0.0.0.0
novz COM7 192109.223.217

4812 COr9 192109223219 Virtual COM Part

Delete Port Azzignment

Thiz will remove the azsignment between the device and COM port
name far thiz computer - even for devices that are nat longer in
Lize,

k. I Amply Canicel

PortAssignment
Overview of the used ComPorts (MAC-, IP-Address and comments).
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(™ ipEther.232 ¥12 Properties 11.0.2162.24171 x|

TCPAP | TC57 | 5232 | Part Assignment  INetInfo | about |

— Trace Route

Routerverfoloung zu 192,109,223 213 Liber masimal 30 Abzchritte ﬂ
1 2mz 2mz 1ms 1927109223219
Ahblaufverfolgung beendet,

o o

—PFing
Fing wird auzgefiht fur 192.103.223.213 mit 32 Bytes Daten: ﬂ
Anbwort von 192.109.223.219: Bytes=32 Zeit=Tmz TTL=128
Anbwort won 192.109.223.219: Butes=32 Feit=1mz TTL=128
Anbwort von 192.109.223.219: Bytes=32 Zeit=Tmz TTL=128
Anbwart won 192.109.223.219: Butes=32 Zeit=1mz TTL=123
Fing-Statiztik; flir 192.109.223.2149:
Fakete: Gesendet = 4, Empfangen = 4, Yeroren = 0 [0% Yerlust),
Ca. Zeitangaben in Millizek.:
irirmurn = Tz, Mazimurn = Tms, Mittelwert = Tms

m of
Start |

k. I Amply | Canicel

Traceroute

Over traceroute you can see the data path between two servers in the Internet.
Traceroute lists all servers, which are between the respective traceroute-server
and the destination address.

Ping

Ping is an application of the ICMP (Internet Control Message Protocol RFC 792).
This protocol (also a component of the IP protocol) transfers different
administrative information and can therefore also be used for fault-tracing. If the
ping signal meets an object, its reflection (echo) can be received from the
appropriate transmitter again. So ping can find out whether the IP address is
active (if a connection could be established) and how fast it is.
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[®ipEther.232 ¥12 Properties 11.0.2162.24171 x|
TCPAP| TC57 | RS232 | PortAssignment | INetinfo About |
ipEther232
Configuration plugin

Version 12
02.12.2005

—

' ' Ether232

I p Ca S ! tarface Conversion:

Tha Syslur Heuw of Global LTS wrame R%232/R5485 <-> Ethernet

k. I Amply Canicel

About

Information page
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4.2 Checking the adjusted Com-Ports

If you want to check, if your adjusted COM-Port is really free and available, you
can write the command “mode” in the command shell. After pressing the “Return”

key, you will see the following output:

CWINNT system32h cmd.exe

Microsoft Windows 28088 [Uersion 5.800.21951
(5> Copyright 1985-2808 Microsoft Corp.

G mode
Status von Gerdt COM?:

Baudrate:
Paritat:
Datenbhits:
Stoppbits:
Fehlerwvartezeit:
HON/HOFF:
CTS—Handshaking:
DER—Handshaking:
DSR-FPriifung:
DTR—Signal:
RTS—Signal:

It will display all available and not reserved COM-Ports.

The Device Manager will not detect the serial interface from the ipEther232
because it is a virtual interface and not a physical COM-Interface from the PC.

You can check the virtual interface via "Hyperterm®, too. This program is part of
Windows and you can find it under Program / Accessories / Communication.

Subject to change without prior notice
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4.3 Sample for ipEther232 (Transparent UDP Mode)

Optionally you can install it from the Setup CD.

The standard setting of the installation path is “C:\Programme\ipcas GmbH\ipcas
Ethernet Products\ipEther232 Programing Samples\.....” for the described sample
program, source code and protocol - documentation (Parameter).

Forml.cs

The file ,Form1.cs" is the C# source code for the sample application on
transparent UDP Mode.

F®ipEther232 UDP Test =10 x|

|P Address: [192.109.223.213

Open Cloze
— from#ta 3437 [Contral]
Send
Imn:u:le Send |
—Hecewe
mode 115200,8.n,1 ~|  Clear
T=2000 R=2000 DSR=0 CTS=0DCD=0RI=0 —l
ak.
— fromito 3438 [Data)
—Send
;I Send |
— Feceive
:I Clear |
r juzt lazt
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4.4 Technical Details for ipEther232

During the development, the compatibility of the “virtual“ serial driver with the
standard driver was a central point for us. The Ethernet makes some minor
restrictions necessary:

o Data is not transmitted in bytes to the network, but Ethernet blocks are
formed. This might result in minor delays.

e There are delays (Ethernet runtime)
(The device has to build Ethernet blocks from sequential serial data)

e The Xon / Xoff handshake is not supported at the moment.

The blocking function does not directly affect the application, but it can help to
reduce the network load.

Windows API
The driver "Application Programing Interface® (API) is identical to the serial
Windows driver. Consequently, all applications which use this interface can work
with ipEther232. All functions are available but the timing might be slightly
different.

UART
The UART supports transmission speed between 2400 baud and 115200 baud.
Higher baud rates might result in data loss if data is transmitted continuously.
7 or 8 data bits can be used.
The parities "none®, "even®, "odd", "1“ and "0“ are supported.
7 bit data does not support the parity "none".

Send
Between the call “Writefile” on the application and the appearance of the first byte
at the interface, it takes approx. 5 milliseconds. All subsequent bytes of the task
are shown at the interface without delay. In case of synchronous write, the call
returns approx. 5 milliseconds after the last byte appears back at the interface.
For each call of function, "WriteFile* function enters at least one packet to the
Ethernet. If possible, only blocks should be written.

Receiving
With the reception of serial data, Ethernet blocks have to be assembled.
To do this, there are two timeouts available in ipEther232.

- “Total Read Timeout"
- “Char Distance"

Fine-tuning might be required for time critical applications as well.
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Total Read Timeout (8235} Total Read Timenut*

Character Timeout {526 )

iy
R ?@\T\\ NVIRRN

R

Mo Transmission
because of Gap is to it Transmit

short to PC to PC to PC

Tran=mission bacause
of "Tatal Timeout” has
axpired

Tran=mission because
the distance between
the to Chars is to long

Tran=mission because
the distance between
the to Chars is to long

First byte starts the "Total Read Time" - parameter. After finishing, all characters
received until then are sent to the PC. This value must not fall below the travel
time of the UDP packet in the Ethernet. Use the "ping" tool to determine the travel
time. The default value for this parameter is 100 ms.

The "Character Distance" is the maximum distance between two characters
received. If this value is exceeded, all characters received until then are sent to
the PC, even if the parameter did not run off "Total Read Timeout" yet.

The default value for this parameter is 10 ms.

ingabeaufforderung

3
Microzoft{R> Windows NI{THM>
(C> Copyright 1985-19%6 Microsoft Corp.

C:\>ping 192.18%9.223.188
Ping wird ausgefiihrt flir 192.109.223.1808 mit 32 Bytes Daten:
Antwort von 192.189 _223.180: Bytes=32 FZeit<18m=z TIL=128

t von 192.189.223.188: Butes=32 Zeit<1Bms TIL=128
von 192.109.223.180: Bytes=32 Zeit<{iBms TIL=128
t von 1%2.189.223.1808: Bytes=32 Zeit<{1Bms TTL=128

runtime time + 10ms = ideal “Total Timeout*
here < 10ms + 10ms = 20ms
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Further Technical Details

ipEther232

Interfaces

DIN-Rail Unit

OEM Version

1 x RS232 or 1 x RS485 — SUB-D9 (full RS232)

: 2.400 up to 115.200 baud
None, Even, Odd, Mark, Space

Desktop
» Baud rate
»  Parity:
» Data:
»>  Stop:

7 or 8 Bits
1 or 2 Bits

1 x 10BaseT — RJ45 (for networks at 10/100 MBit/s)

Diagnostic LEDs

Power, System, Error,
RS232 or RS485 Send/Receive
Ethernet Send/Receive/Link

+8-140r24VDC?

+8-14 V DC — Input Jack

Voltage +8-14V DC - Input Jack Input Jack and 5V DC male header on board
3.5mm connector

Housing Plastic housing Plastic housing Without housing

Dimensions W/H/D Approx. 45/108/73 mm Approx. 45/108/73 mm Approx. 100/20/70 mm

Operating / Storage temperature

5°C t055°C/-10°Cto 70° C

Relative humidity

5 % to 90 % non-condensing

Standards CE
ipEther232
7
EXteITr?LIJtl‘Dg\gg rvsf\%ply Without power supply Without power supply
Scope of delivery Output: + 9V DC (Optional) (Optional)

Ma

Configuration software,
Windows (NT, 2000, XP) driver,

nual (German or English documentation)

Order number RS232

0202014

0202014-H
0202014-H24
0202014-H60

0202014-OEM

Order number RS485

0202015

0202015-H
0202015-H24

0202015-H60

0202015-OEM

Y Other voltages on request

2 Delivery only to countries with 230 V AC 50Hz
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Chapter 5. Configuration of ipEther232.Modem

5.1 Configuration of ipEther232.Modem

E%a

You can also set up your ipEther232.Modem with a serial configuration using AT
commands.

(For more details, see chapter "serial configuration”,

“control commands” and “AT- commands”.)

As mentioned above, the configuration programme recognizes all devices in its

own network segment.
A double click on an entry opens the details dialog, which contains six parts.

Egipcas ipEther.Modem Properties 10.0.1581.14 5[

—Infa
MAC |00.09.8e.00.00.22
IP |192.109.223.211
Marme IKur‘u:Ie H amburg

Ciefault Gateway ||:|_|:|_ 0.0

Subnet Mask [255. 255 2860
automatically
[ Connect to... IU- .00

TCP/IP:

This is where you can find or set the device name (Set Name), the MAC- and IP-
Address.

Here you can make further network configurations like Gateway, Subnet Mask
and automatically connect to IP.

“Automatically connect to IP“: Enter the IP-Address of the "communication
partner" with whom a connection is to be set up automatically (leased line). After
a connection break-off, there is an automatic attempt to restore the link.
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F®ipcas ipEther.Modem Propetties 10.0 x|

TCRAP {F

| Modem | TC57 | INetinfo | About |

B audrate | a6 ﬂ
D atabits |B ﬂ
Parity |N|:|ne ﬂ
Stop |'| ﬂ
TotalReadTi bo[op =
atalReadTimeou El ris et s this 7

CharDiztance 10 El: ms

ak | Canizel |

RS232:

Baud rate, data bits, parity and stop bits are adjusted to the communication
behaviour of the serial terminal device.

"Total Timeout": In most cases, the applied default value is 100 ms. The "ping"
tool assists in determining the ideal throughput time (see below) or you may use
the dialog “INet Info”.

"Character Distance" with a default value of 10 ms requires adjusting only in very
rare cases.

% Eingabeaufforderung _[O]
Microsoft{R> Windows HNI{THD>
C» Copyright 1785-1976 Microsoft Corp.

C:x>ping 192.189.223.188

Ping wird ausgefiihet fiir 192.107_223.180 mit 32 Buytes Daten:

von 192.10A%9.223.180: Bytes=32 Zeit<{1Bms TTL=128
von 192.109.223.180: Bytes=32 Zeit<{1Bms TTL=128
von 192.109.223.180: Bytes=32 Zeit<{18ms TTL=128
von 192.10%9.223.180: Bytes=32 Zeit<{1Bms TTL=128

runtime + 10ms = ideal “Total Timeout*
here < 10ms + 10ms 20ms
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Egipcas ipEther.Modem Properties 10.0.1581.14 x|

| To57 | Netinto | About |

[ Anzwer incoming calls [S0=1]

¥ local Echoon [E1]

[T Quite Mode [31)

[ lgnome DTR [&D0]

[T R5485 [Half Duples) &H1

" | Enable Pazsword pratection [581]

k. I Smply Caricel
Y

Modem settings:
Here you can define the modem behaviour.

“Answer incoming calls“: Automatic call acception.

“local Echo on“: Command echo on.

“Quiet Mode*: Result codes on.

“Ignore DTR*: Ignore DTR status change.

“RS485 (Half Duplex)®: Half Duplex control for RS485 with bus system. During
the sending process to the serial interface, the receiving device is switched off.
All data received at this time is ignored (RS485 as a 2 wire solution).

“Enable Password protection“: Enable or disable serial password protection for
connection passwords.
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ﬂgipcas ipEther.Modem Properties 10.!].1581.14?-: x|
TCPAP | RS232 | Modem § TEG7 ' | INet Info | sbout |
— v uze TCET

% Formnat FT 1.1

" Format FT 1.2

" Format FT 2

" Fommnat FT 3

Header length Iﬂ byte

Fixed Frame length m Eyte

ITI Apply | Cancel | y

TC 57 settings:

If a frame is received of the TC 57 format (from RS232 line), it is immediately
sent to the Ethernet without waiting for a timeout. This greatly improves
communication speed and performance.

The IEC 60870-5-1 and IEC 60870-5-2 norms define four standard frame formats
for the link layer. They are:

Format FT 1.1

Format FT 1.2

Format FT 2

Format FT 3

The transmission frame formats - FT 1.2, FT 2 and FT 3 have a fixed frame
length.
The Frame with variable length for FT 2 and FT 3 has a header of fixed length. It

includes “Start character”, “Length Byte”, “User Data” and “Check Sequence”.

The user must select the desired format and include values for “Fixed frame
length” and “Header length” parameters.

The range of “Fixed frame length” is from 2 to 255 bytes.

The range of “Header length” is from 2 to 14 bytes. This value only relates to the
“User Data” from the header.

See IEC 60870-5-1 |IEC 60870-5-2
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ﬂgipcas ipEther.Modem Properties 10.0.1581.14 El

TCPAP | R5232| Modem | TC57 [

| &hout I

— Trace Route

Routerverfoloung z2u 192.109.223.211 Tber maximal 30 Abzchnitte :I
1 <10ms 10ms <10ms 192109.223.211
Ahblaufverfolgung beendet,

" o

—PFing
Fing wird ausgefthrt fir 192.109.223.217 mit 32 Eytes Daten: ;I
Anbwort won 192.109.223.217; Butes=32 Feit10m= TTL=128
Anbwort von 192.109.223.211: Bytes=32 Zeit<10ms TTL=128
Anbwart won 192.109.223.217: Butes=32 Zeit<10mz TTL=128
Anbwort won 192.109.223.217; Butes=32 Zeit10mz TTL=128
Fing-Statistik. fir 192.109.223.211:
Pakete: Gezendet = 4, Empfangen = 4, Werlaren = 0[0% Verlust),
Ca. Zeitangaben in Millizek.:
irimurn = Oms, Maximum = Oms, Mittelwert = Oms

Kl _>I_I
Start |
k. I Apply | Cancel |

Traceroute

Over traceroute you can see the data path between two servers in the Internet.
Traceroute lists all servers which are between the respective traceroute-server
and the destination address.

Ping

Ping is an application of the ICMP (Internet Control Message Protocol RFC 792).
This protocol (also a component of the IP protocol) transfers different
administrative information and can therefore be used for fault-tracing. If the ping
signal meets an object, its reflection (echo) can be received again from the
appropriate transmitter. So, ping can find out whether the IP address is active (if
a connection could be established) and how fast it is.

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 50 of 165




x|
Ethernet Modem
Configuration Plugin
Version 10
28.11.2003
-
ipcas.. . ipEther232
o : nterface Conversion:
The Syster Heuse of ol CTervoss RS232/RS485 <-> Ethernet
k. I Lpply Cancel é
About
Information page
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5.2 Serial Configuration

Connect the mains power supply to the device. The "power" light and the flashing
"system® LED indicate that ipEther232 is operational.

The ipEther232 is connected to the PC or a serial terminal via a serial 1:1 cable.
(Basic settings: baud rate=9600, databits=8, parity=none, stopbits=1)

If the terminal tool ,e.g. HyperTerminal (this is part of the MS Windows Package,
you can find it under Start > Programs = Accessories), is configured correctly
for the connected Com port, the AT&V command returns the current configuration
of the Ethernet modem.

For more detailed explanations about the AT commands and the registers, refer

to chapter “AT- commands”.

#ptest_com2 - HyperTerminal

Datei Bearbeiten Ansicht  Anrufen  Ubertragung  ?

=10l x|

$32....0. .none

$83. ..
$1600. . .
s101. ..
$102. ..
$103. ..
5104. . .

0K

0.1
.8.
0.
05.
0:0

9.1

2

.290.0

0
0
]
2
9:8E:00:00:8A

9
0
9
9
8

Verbunden 00:00:52 ANSTHY 9600 8-M-1

[RF[GROSS

Druckerecho

Kl

,F |Aufzeichnen

Examples:

- Set the IP address:

- Set the baud rate to 38400:

- Dial-up to the distant terminal:
- Hang up:

- Leased line:
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5.3 Configure Password Protection (Serial Devices only)

Enable the password configuration mode:

Enter the ATP master password to enter the configuration mode. The default
master password is "000000°“.

- ATP000000

Set up and change the passwords:

To change the master password, enter ATZ=“new master password". 9 more
passwords can be configured here (ATZ1...ATZ9).

-> ATZ1=ipether

Each password consists of a maximum of 8 characters (additional characters are
ignored). The password is not case-sensitive (special characters are allowed).
Enter ATZ? or ATZ17...ATZ9? to read out all the passwords.

Enable password protection:

Register 81 allows you to enable and disable the password protection
(only in the password configuration mode).

-> ATS81=1 enable password protection mode

-> ATS81=0 disable password protection

Password blocking time:

Register S82 enables the setting of a password blocking time.

After three incorrect password entries, the modem waits for the blocking time,
before a new password query is allowed.

- ATS82=120 The blocking time is 2 minutes

Valid IP Addresses:

The password configuration mode allows the configuration of ten IP Addresses,
for which calls are accepted. (ATRO....ATRO9). If this list is empty, calls are
accepted from all partner modems.

- ATR1=192.168.10.12 Calls are accepted.

Save changes:
All changes only take effect after they have been saved.
The AT&W command starts the saving process.
> AT&W
ﬂ%‘ If the master password has been forgotten, the device must be sent in.
) If the settings are not saved, all changes are lost once the ipEther232.Modem is
disconnected from the power supply.

Quit the password configuration mode:
Enter ATP to exit the configuration mode.
> ATP

The dial-up to a password protected ipEther232.Modem returns the message
"PASSWORD:*

To set up a connection, the master password or one of the 9 additional
passwords (if defined) must be entered.

An incorrect entry leads to the "WRONG PASSWORD" message.

If a call from an IP protected modem is not accepted, the message "ACCESS
DENIED" is shown.
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5.4 ipEtherModem.inf (Driver-File)

Follow these instructions to install the modem driver for
ipEther232.Modem under Windows operating systems: e.g. for Win NT 4

Pl Systemsteuerung M=l E

Datei Bearbeiten Anszicht 7

i Rl -l Click on "Control Panel" in
3 e the Explorer and then on
Intemetoptionen Java Plugin 1.3 F.ongole "Modems" to start the modem
installation.

D e

Maus Multimedia

o] )

Schriftarten SCS1-Adapter Server
4| | ’|

|Installierl neue Modems oder andert die Modemeinstellungen. o

Heues Modem installieren

Windows MT wersucht jetzt, das installierte bModem
zu identifizieren. Zuvor sollten Sie jedoch folgendes
sicherstellen:

1. Stellen Sie bei einem externen Modem
zicher, dal diezes eingeschaltet ist.

Check this
option for
odem

2. Beenden Sie die Arwendungen, die das
todem venwenden.

Klicken Sie auf "weiter”, zobald Sie bereit sind.

V¥ Modem auswahlen [Keine automatische Ekermunal ~

< ETmick I Wleiter » I .&bbrechenl

Heues Modem installieren E I

@ Klicken Sie auf den Hersteller und das Modell des zu ingtallierenden Moderms.
C? wiehh das betreffende Maodem nicht aufgefiibrt wird und Sie den Treiber won
der Dizkette instalieren mdchten, klicken Sie auf "Diskette.

Hersteller: Maodelle:
I bpen] | DFU-Metzwerk. mit seriellem Kabel zwischen 2 F'E:j Select this option

NniceView-Moemtypen] Standard 300 bps Modern to define the
= Standard 1200 bpz Modem

Arceex Standard 2400 bpz Modem
Arer = Standard 9600 bpz Modem
Chandard 144NN hoe bl adern

_>I_I «

driver location.

A llbrmen

I_>I_I
Dizkette... :i
< Zuriick I Wleiter » I .&bbrechenl
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Inzstallation von Dizkette E2 I

@ Legen Sie die Installationsdiskette des Herstellers in das

auggewahlte Laufwerk ein, und klicken Sie dann auf

‘oK. Abbrechen |

=

ateien des Herstellers kopieren von:

Durchzuchen. ..

=

Datei suchen 2]x]
= : Please, select
Suchen in: I_qbeschreihung j gl "Browse"

and enter the location of the
.inf driver, after the
installation you will find it in:
C:Program files/ipcas
GmbH/ipcas Ethernet

Dateiname:; IipetherMndem.inf Offren 5 Products
D ateityp: ISetup-Informationen [*.inf] j Abbrechen | \

Neues Modem installieren I

@ Klicken Sie auf den Hersteller und das Modell des zu installiersnden Modems.
(i Wwhenn dag betreffende Modem nicht aufgefiibit wird und Sie den Treiber von
der Dizkette instalieran machten, klicken Sie auf "Disketta”.

Maodelle:
ipcas ipEther232 Modem

ﬁck on "Next"

< Zurick | wieiter » .&bbrechenl
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Heue: Modem installieren

D az folgende Modem wurde auzgewahlt:
Iipcas ipEtherd 32 Modem

An welchen Anzchilizsen mochten Sie es ingtallieren?
 Alle &nzchliisze

' Ayzgewshlte Anschliizse

COM1

< Zurick I wieiter » I

Abbrechen |

“Enter the

ipEther232.Modem
‘bterface.

Heue: Modem installieren

Dag Modem igt jetzt konfiguriert,

WwWenn Sie die Einstellungen andern mochten,
doppelklicken Sie in der Spstemstewsrung auf das
Sprnbol “Modenns”, und wahlen Sie das Modern aus.
Klicken Sie dann auf "Eigenzchaften’’.

& Zriich

Sbtrechet

Eigenschaften von Modems

Allgemein |

@

Die folgenden Modems zind auf diezem Computer
inztalliert:

| Angeschloszen an |

Hinzufiigen...

Entfernen Eigenzchalten

W ahlparameter

Standort:

ﬂer the successful
installation, you can

adjust the modem to
your particular
requirements with
"Properties" and
"Dialing parameter”

\

/

Mewer Standort

W ahlparameter definieren, wie Modem-
verbindungen hergestellk werden,

W ahlparameter |

Schliefen I Shbrechen
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5.5 Control Commands

Until now, there has been no standardized AT command set (AT = command
prefix Attention), each manufacturer could implement his own. The V.250
command set is the first industry standard available. Microsoft recommends this
command set for the PC-98 specifications and makes it a mandatory requirement
for the PC-99 specifications.

With ipEther232.Modem, you have purchased a state-of-the-art "Ethernet
modem" equipped with the AT command set. A terminal program enables you to
enter the AT commands (e.g. "Hyper Terminal": This tool is part of the MS
Windows package. You can find it under "Start - Programs - Accessories ").

5.6 AT Command Input and Execution

After power-up, the Ethernet modem is ready for command input. Only in this
mode, commands can be accepted, interpreted and executed.

All commands directed at the Ethernet modem must be prefixed with the ASCII
code AT or at (not permitted: At or aT) and followed by "Enter". If several
commands are to be entered, they can be entered separately with the AT prefix
and "Enter". It is just as permissible to place these commands in a single line
between an introductory AT and finish the command input with the "Enter" key.

For readability, you might want to separate the individual commands with spaces.
On reaching the end of the command line buffer, no further character entry is
possible. The command line can however be edited with the "Backspace" key or
executed by pressing "Enter".

5.7 Transmission Mode

After a successful connection setup to a distant terminal, the modem changes
from the command mode to the on-line data mode.

The on-line data mode implies that a connection to a distant data terminal (i.e.
another modem) has been established: The modem is on-line. This applies to a
successful connection setup (outgoing call/ dialling) as well as to the answering
of a call (call accept). In this mode, data exchange (data transmission) between
two connected data terminals can take place.

To revert to command mode and back again while the connection is established,
use the Escape and ATO commands. The Escape command consists of a
sequence of three Escape characters (Default Setting: +++) and a valid
command line.

The Escape character is something completely different from the (EsJ character of
the ASCII character set and can be changed with the S2 register.

After the three Escape characters have been entered, the modem switches to the
command mode. However, the transmission is only interrupt after a valid
command line is recognized.
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1. OnlineMode

2. +++ [2-Second pause]

3. CommandMode
4. ATO
5. OnlineMode

5.8 Quick Reference for AT Commands and Registers

This chart sorted by topic provides frequently used AT commands and registers,
which enable you to modify the configuration of your Ethernet modem.

Configuration Commands Registers
Basic modem initialization AT&F

Controls the connection setup (dialling) ATD S37, S102
Call accept, line accept, hang up ATA, ATD, ATH, SO

Switch between command and on-line data mode +++, ATO S2

Read out modem information ATI, ATS, AT%V, AT&V

Employ stored initializations AT&F, AT&W

Controls the effect of DTR AT&D S37

Controls modem responses ATE, ATQ, ATV, AT&D S37

Controls serial speed ATB S31
Password protection ATP, ATZ S81, S82, S83
Callback ATR S110 - S119
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5.9 Description of the AT Commands

Hayes Commands

The Hayes command set (AT commands) has over time developed into an industry
standard among modem manufacturers. In addition, manufacturers use specific modem
commands for their different products. To some extent, these commands are not
compatible with modems of other manufacturers.

ATA  This command makes the modem go off-hook, in order to connect to the calling
remote modem. If no signal is recognized after a specified time, the modem
hangs up again.

ATB  Query and set baud rate. > ATB returns current baud rate.

Assign baud rate (ATBvalue, 2400,4800,9600,19200,38400,115200 Baud)
-> ATB Returns the current Baud rate
-> ATB9600 Adjust the Baud rate to 9600

ATD Dialling function. ATDipaddress (ATDP and ATDT are suppressed and executed
as ATD (P=pulse dial, T=tone dial)

-> ATD192.109.223.4 -> ATD192,109,223,4
-> ATDP192.109.223.4 -> ATDP192,109,223,4
> ATDT192.109.223.4 -> ATDT192,109,223,4

ATE  Command echo enable/ disable:

- ATEO echo off > ATE1 echo on
ATH  Modem goes on or off hook.
- ATHO modem hangs up (goes on-hook), the connection is broken off. Only
possible in command mode. > ATH1 modem goes off hook (identical function to
ATO).
ATI Return product information.
- ATIO 2 (hardware code)
2> AT www.ipcas.de (website)
> ATI2 ipEther.Modem (product name)
> ATI3 V6.3 19.12.2003 (firmware, date)

ATN A tool name could attached to the modem (max. 20 characters, it would be saved
in capital letters).

-> ATN=name To give a tool name
> ATN? Show tool name

ATO Return to data mode. > ATO
Note: By entering the “Escape-Sequence” (Default: +++), you can switch to
command mode during a modem connection, where AT commands can be
executed. This does not break off the connection. The ATO command terminates
the command mode.
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ATP

ATQ

ATR

ATS

ATV

ATZ

AT&D

Enable and disable the password configuration mode of the modem.

After successful entry of the master password, passwords can only be set at the
local RS232 interface. The master password is only for the password
configuration mode and the connection passwords are only for the data
communication. Passwords have a maximum length of 8 characters and their
transmission is always in encrypted code. The password protection can be
switched on/off in the password configuration mode by setting the register 81
(ATS81=1 enable; default = off (ATS81=0)).

- ATPmaster password enables the password configuration mode (default:
empty > ATP<Enter>)

- AT&P quit the configuration mode

If the master password has been forgotten, the device must be sent in.

Enable / disable modem echo.
- ATQO send echo - ATQ1 no echo

Ten IP Addresses, for which calls are accepted, can be defined in the password
configuration mode (ATRO....ATR9 (Register 110-119)). If this list is empty, calls
are accepted from any partner modem.

If a call from a modem is not accepted the "ACCESS DENIED* message is
issued.

- ATRnumber=value -> ATR2=192.168.120.23

- ATR27? read out register

Set and query the internal Ethernet modem registers.
Query: ATSregister? > ATS2? (Output "+" (default)
Set: ATSregister=value > ATS0=2 (i.e. the modem answers a call after 2 rings)

Return system echo of modem as character string or digits.

- ATVO response is a number

- ATV1 response is a character string ("Ring", "Connect", "Busy")
A further description can be found in chapter "Result Code®.

Change passwords (only possible in the password configuration mode (see
ATP)).

Up to 9 passwords may be saved in the Ethernet modem.

Passwords consist of a maximum number of 8 characters, no difference is made
between small and capital letters (special characters are allowed).

- ATZ=master password (change master password (default: empty))

-> ATZ1=password ... ATZ9=password (Set user password)

-> ATZ17? returns the defined password

-> ATZ=<Enter> Delete master password

> ATZ1..9=<Enter> Delete user password

Interpret DTR control line.

- AT&DO0 ignore DTR ON/OFF transition

- AT&D1 In this case the DTR transition from ON to OFF has the following
effects: If the modem is in command mode, the transition has no effect. During a
connection setup, the DTR transition from ON to OFF breaks off the connection set-
up. If the modem is in on-line data mode (i.e. the connection is set up), it switches to
the command mode.
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AT&F Load default configuration. Exception Register S99. > AT&F
This command is not executed while there is a connection.

The following registers were not reset:
Register Definition

S1 Number of rings

S31 Baud rate

S32 Parity

S33 DataBits

S34 StopBits

S81 Password protection
S99 Time between two rings
S100 Own IP

S101 DefaultGateway

S103 Subnetmask

S104 MAC-Address

S110-119 Valid IP Addresses

AT&H Half Duplex control for RS485 as 2-wire solution.
While sending the reception of data is suppressed.
- AT&H1 Half Duplex mode on
-> AT&HO Half Duplex mode off (Full duplex; default)
-> AT&H? Read out Half Duplex mode

AT&P Leave password configuration mode (see ATP).

AT&R Give out a chart of all set IP-addresses receiving calls.
(see ATR) (only in passwordconfigurationmodus (see ATP) available)

AT&V Read out and display current configuration.

AT%V Display Firmware-Version (corresponds ATI3). > AT%V

AT&W Store current configuration in flash

AT&Z Give out a list of all passwords (master password and connection passwords)
(see ATZ) (only available in password configuration mode (see ATP)).
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5.10 Overview of the registers

The modem has internal registers, enabling you to modify its configuration (see

also ATS command).

Register |[Definition Default Options

SO Auto answer 0 [0..9] rings

S1 Number of rings 0 Read only

S2 Escape Character + ASCI 1

S3 CR-Character 0x0od ASCIHI

S4 LF-Character Ox0a ASCI 1

S5 BS-Character 0x08 ASCI 1

S30 Inactive-Timer 0 [0..255] ms

S31 Baud rate 3 1=2400 2=4800 3=9600 4=19200
5=38400 6=57600 7=115200

S32 Parity 0 0O=None 1=Even 2=0dd 3=Mark
4=Space

S33 DataBits 8 7=7 8=8

S34 StopBits 1 1=1 2=2

S35 Rxd-Timeout 100 [5..255] ms

S36 Char-Timeout 10 [5..255] ms O0O=0ff

S37 Bit options 5 [0..255] decimal value

S38 Use TC57 0 [0..1]

S39 TC57 type 1 [0..3]

S40 fixed frame length 2 [2..255]

S41 User data length 2 [2..14]

S81 Password protection 0 [0..1]

S82 Password blocking time |3 [0..255] minutes 0=0ff

S83 Wrong password entry 0 [0..255] in the RAM only

S99 * Time between two rings |4 [0..255] s

S100 Own 1P 10.10.5.1 XXX 2 XXX o XXX o XXX

S101 Defaul tGateway 0.0.0.0 XXX o XXX 2 XXX - XXX

S102 AutoRemote 0.0.0.0 XXX o XXX 2 XXX o XXX

S103 SubnetMask 255.255.255.0 XXX o XXX . XXX . XXX

S104 MAC address 00:09:8E:x:x:x |Read only

S110 * Valid IP address 0.0.0.0 XXX o XXX o XXX . XXX

S111 * Valid IP address 0.0.0.0 XXX o XXX . XXX . XXX

S112 * Valid IP address 0.0.0.0 XXX o XXX . XXX . XXX

S113 * Valid IP address 0.0.0.0 XXX o XXX o XXX . XXX

S114 * Valid IP address 0.0.0.0 XXX o XXX o XXX . XXX

S115 * Valid IP address 0.0.0.0 XXX o XXX . XXX . XXX

S116 * Valid IP address 0.0.0.0 XXX o XXX 2 XXX . XXX

S117 * Valid IP address 0.0.0.0 XXX o XXX - XXX . XXX

S118 * Valid IP address 0.0.0.0 XXX o XXX . XXX . XXX

S119 * Valid IP address 0.0.0.0 XXX o XXX . XXX . XXX

* Registers are not issued with AT&V
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S0 Automatic Call Accept

Range 0..9rings
Default 0
Store in permanent memory AT&W

In the SO register, you can set the automatic call accept (auto answer). If SO > 0,
each incoming call is automatically answered. The value in SO defines the
number of rings the modem waits before it automatically answers.

If the entered value is not within the valid range, the modem automatically enters
the next possible value (minimum or maximum value) defining the number of
rings the modem waits. If you enter for instance 10 in Germany, the modem
automatically enters 9.

S1 Ring Counter

Range 0..255 rings
Default 0
Store in permanent memory no

The S1 register contains the number of rings of an incoming call. The value in S1
is reset to zero if no rings have arrived for a time span specified in the S99
register (default: 5 seconds). During this time, new incoming calls cannot be
distinguished and the modem cannot dial.

S2 Escape Code Character

Range 0..255 decimal
Default 43 (+)
Store in permanent memory AT&W

In the S2 register, you can define the Escape command '+++' allowing you to
switch from data mode to command mode.
Values equalling 0 or >128 block the switch over to the command mode.

S3 Carriage Return Character

Range 0..127 decimal
Default 13 (Carriage Return)
Store in permanent memory AT&W

In the S3 register, you can define the Return character.

S4 Linefeed Character

Range 0..127 decimal
Default 10 (Line feed)
Store in permanent memory AT&W

The S4 register defines the line feed character.
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S5 Backspace Character

Range 0..32, 127 decimal
Default 8 (Backspace)
Store in permanent memory AT&W

The S5 register defines the Backspace character.

S30 Inactive Timer

Range 0..255 (10 seconds)
Default 0 (timer off)
Store in permanent memory AT&W

In the S30 register, you can set the time span the modem waits before it kills the
connection automatically if there is no reception or transmission of data in the
meantime. 0 disables the inactive timer.

S31 Baud Rate

Range 1.7
Default 3 (=9600 Baud)
Store in permanent memory AT&W

In the S31 register, you can set the baud rate. The baud rate defines the number
of state changes of the transmitted signal per second.
(1=2400 2=4800 3=9600 4=19200 5=38400 6=57600 7=115200)

S32 Parity
Range 0.4
Default 0 (no parity)
Store in permanent memory AT&W

In the S32 register, you can set the parity bit for error detection in the case of
asynchronous data transmission. Part of the data transmission format.
Occasionally no parity, constantly one (mark) or zero (space). Even parity means
that the bit is set if the data bit number is even and vice versa for odd parity.
0=None 1=Even 2=0dd 3=Mark 4=Space

S33 Data Bits

Range 7.8
Default 8
Store in permanent memory AT&W

In the S33 register, you can set the number of data bits.
7=7 Bits 8=8 Bits
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S34 Stop Bits

Range 1.2
Default 1
Store in permanent memory AT&W

In the S34 register, you can set the number of stop bits. One or two bits in
asynchronous transmission, indicating the end of a data word (packet).
1=1 Stop Bit 2=2 Stop Bits

S35 Rxd Timeout (Total Read Timeout)

Range 5..255 ms
Default 100 ms
Store in permanent memory AT&W

In the S35 register, you can set the Total Read Timeout.

After the first byte has been received, "Total Read Time" starts. After it has
expired, all characters received so far are sent to the PC. This value must not be
lower than the delay of the UDP packet in the Ethernet. You can use the "ping"
tool to determine the throughput time.

Total Read Timeout {5253 Total Read Timeaut

[ 3 [ 3
Character Timeout (2238 e

bbby bl
N \f%\? NAINRN

Mo Transmission ' .
because of Gap is to =it Tran=smit
short to PC to PC to PC

Transmission because
of "Total Timeout” has
expired

Transmission because
the distance between
the to Chars is to long

Transmission bacause
the distance between
the to Chars is ta long

S36 Char-Timeout (Character Distance)

Range 5..255 ms
Default 10 ms
Store in permanent memory AT&W

In the S36 register, you can set the Character Distance.

If the time span between two received characters (bytes) is greater than the
defined Character Timeout, all bytes received so far are sent to the Ethernet.
After the Char-Timeout, all received characters until there are sent to the PC.
This value must not fall below the travel time of the UDP packet in the Ethernet.
Use the "ping" tool to determine the travel time.
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S37 Bit Options

Range 0..255
Default 5 (binary: 0000 0101)
Store in permanent memory AT&W

In the S37 register, you can set the bit options echo, quiet, DTR, verbose, half-
duplex controlling

Bit |Effect Default |Definition
2”7 |n/c 0
276 |n/c 0
2"5 |HO / H1 0 Halt Duplex Control(see AT&H)
27 1Q0 / Q1 0 Echo (Return code) on/off(see
ATQ)
273 |n/c 0
272 |&D0 / &D1 |1 DTR control line (see AT&D)
271 |VO / Vi1 0 System return code (see ATV)
2"0 |EO / E1 1 command echo (see ATE)
» |00000101 binary = 5 decimal
S38 UseTC57
Range 0.1
Default 0
Store in permanent memory AT&W

The advantage of the TC 57 setting is that on receiving a frame of this format
(from the RS232 line) the frame is immediately sent to the Ethernet without
waiting for a timeout. This greatly improves communication speed and

performance.
(Default = 0, this means the registers 38-41 are inactive; 1 = register 38-41
active).
S39 TC57 type
Range 0.3
Default 1
Store in permanent memory AT&W

The IEC 60870-5-1 and IEC 60870-5-2 norms define four standard frame formats
for the link layer. They are:

0=Format FT 1.1
1=Format FT 1.2
2 =Format FT 2
3=FormatFT 3

The transmission frame formats - FT 1.2, FT 2 and FT 3 have a fixed frame
length.

The Frame with variable length for FT 2 and FT 3 has a header of fixed length.
The Frame with variable length for FT 2 and FT 3 has a header of fixed length. It
includes “Start character”, “Length” byte, “User Data” and “Check Sequence”.
The user must select the desired format and include values for “Fixed frame
length” and “Header length” parameters.
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S40 TC57 Fixed frame length

Range 2..255
Default 2
Store in permanent memory AT&W

The range of “Fixed frame length” is from 2 to 255 bytes.

S41 TC57 User data length

Range 2..255
Default 2
Store in permanent memory AT&W

The range of “Header length” is from 2 to 14 bytes. This value only refers to "user
data" from the header.

S81 Password protection

Range 0..1
Default 0
Store in permanent memory AT&W

Register 81 allows to enable and disable the password protection.
The default value is 0 (password protection inactive).

If the password protection has been enabled, the modem displays the following

behavior:

= After dial-up the modem issues the "PASSWORD:“ message. The user has
three trials to enter the password correctly. Then the modem is blocked for a
definable time (see S82 in minutes)

= |ncorrect password entries are counted (in the RAM only) ATS83.

= DCD is only activated in the remote modem after a successful password entry.
After three incorrect password entries the remote modem goes on-hook without
any call-back. "NO CARRIER* appears.

S82 Password blocking time

Range 0..255
Default 3
Store in permanent memory AT&W

The blocking time is set in register 82. After three incorrect password entries, the
modem allows no further password request until the blocking time expires. (0 =
function disabled) (only in password configuration mode).

S83 Incorrect password entries

Range 1 Byte
Default 0

All incorrect password entries are counted in register 83 (in the RAM only).
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S99 Time Distance between rings

Range 10..255
Default 4 (4 seconds)
Store in permanent memory AT&W

In the S99 register, you can set the maximum permissible time distance between
two received rings. The default value of 7.5 seconds applies in most cases.

S100 IP Address

Range XXX XXX XXX XXX
Default 10.10.51
Store in permanent memory AT&W

In the S100 register, you can set your own IP Address. The factory-set value of
10.10.5.1 must be adjusted to your network.

Bear in mind, when modifying this value, that it cannot be chosen freely, but
depends on the network address of the TCP/IP network. The input format follows
the familiar syntax (e.g. 192.168.31.5).

S101 Default Gateway

Range XXX XXX XXX XXX
Default 0.0.0.0
Store in permanent memory AT&W

In the S101 register, you can set the Default Gateway. Here you enter the
Gateway IP address if connections to other subnetworks are to be established.

S102 Auto Remote

Range XXX. XXX XXX XXX
Default 0.0.0.0
Store in permanent memory AT&W

In the S102 register, you can set the Auto Remote Partner. Enter the IP Address
of the "communication partner" for which a connection is to be established
automatically (Leased line). After a connection break-off there is an automatic
attempt to restore the connection. The connection set-up and take-down can be
controlled via DTR (see AT&D).
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S103 Subnet Mask

Range XXX XXX XXX XXX
Default 255.255.255.0
Store in permanent memory AT&W

In the S103 register, you can set the Subnet Mask. The Subnet Mask only needs
to be entered if the IpEther232.Modem is to connect to another subnetwork. In
this case, enter the Subnet Mask for the subnetwork where the ipEther is located
(e.g. 255.255.255.0). Please note: The IP Address also defines the network
class. This results in a Default Subnetmask (e.g. 255.255.0.0 for a Class B
network). They can only be extended "towards the right".

S104 MAC - Address
Range 00:09:8E:xx:xx:xx

This register contains the Mac address of the network interface, which cannot be
changed.

S110-119 Valid IP Addresses

Range XXX XXX XXX XXX
Default 0.0.0.0
Store in permanent memory AT&W

In register 110 to 119, IP Addresses can be set for which a call is accepted. For
reading and writing the AT command, ATR has to be used. If no register contains
an IP address, all calls are accepted.

If a call is not accepted by a modem, the "Access Denied“ message is shown.

5.11 Result Code

System return code as a character string or digits (see AT command ATV), if not
suppressed with ATQ1.

Char string Digit|Definition

OK 0 Command line processed

CONNECT 1 Successful connection setup

RING 2 Incoming call

NO CARRIER 3 No connection established or inactivity
timer expired

ERROR 4 Error in command input

NO DIALTONE 6 No Ethernet connection

BUSY 7 Dialed line busy

ACCESS DENIED 8 Call rejected due to failed password
authentication

PASSWORT 11 Password OK

WRONG PASSWORT 12 Wrong password
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5.12 Technical details for ipEther232.Modem

Great emphasis was placed on compatability during device design.
Due to the Ethernet, there are, however, some minor restrictions.

e Datais not transmitted in bytes to the network, but Ethernet blocks are
formed. This might result in minor delays.

e The blocking function does not directly affect the application but might
help to reduce the network load.

e Some fine-tuning might be necessary for time critical applications as well.
This involves the two timeout parameters ("Total Read Timeout",
"Character Distance")

Block formation for serial data before transmission into the Ethernet

After the first byte arrives, "Total Read Time" starts. After the time expires, all
characters received so far are relayed to the Ethernet. The default value is 100
ms.

"Character Distance" is the maximum distance between two received characters.
If this is exceeded, all characters received so far are transmitted to the Ethernet.
The default value is 10 ms.

Total Eead Timeout (8252 Total Read Timngu_:!_u_t*

Character Timeout (S 363

L bbbty h
R ‘i? RIS

Mo Transmizsion ' .
; Y
because of Gap is to =Mt Transmit

short to PC ta PC to PC

Transmis=ion because
of "Total Timeout” has
axpirad

Transmission because
the distance between
the to Chars is to long

Transmission because
the distance between
the to Chars is to long
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UART

The UART supports transmission speeds between 2400 baud and 115200 baud.
Higher baud rates might result in data loss if data is transmitted continuously.

7 or 8 data bits can be used.

The parities "none", "even", "odd", "1" and "0" are supported.

7-bit data does not support the parity "none".

Further technical details

ipEther232.Modem

Interfaces

Desktop DIN-Rail Unit OEM Version
1 x RS232 or 1 x RS485 — SUB-D9 (full RS232)
>  Baud rate: 2.400 to 115.200 baud
»  Parity: None, Even, Odd, Mark, Space
» Data: 7 or 8 Bits
»  Stop: 1 or 2 Bits

1 x 10BaseT — RJ45 (for networks at 10/100 MBit/s)

Diagnostic LEDs

Power, System, Error,
RS232 or RS485 Send/Receive
Ethernet Send/Receive/Link

+8-140r24VDC?Y

+8-14V DC — Input Jack

Voltage +8-14V DC - Input Jack Input Jack and 5V DC male header on board
3.5mm connector
Housing Plastic housing Plastic housing Without housing

Dimensions W/H/D

Approx. 45/108/73 mm

Approx. 45/108/73 mm

Approx. 100/20/70 mm

Operating / Storage temperature

5°C t055°C/-10°Cto 70° C

Relative humidity

5 % to 90 % non-condensing

Standards CE
ipEther232.Modem
2)
Extelr:atljtl_’g\évg rvsx;():ply Without power supply Without power supply
put: (Optional) (Optional)

Scope of delivery

Output: + 9V DC

Configuration software,
Windows (NT, 2000, XP) driver,

Manual (German or English documentation)

Order number RS232

0202014M

0202014M-H
0202014M-H24
0202014M-H60

0202014M-OEM

Order number RS485

0202015M

0202015M-H
0202015M-H24

0202015M-H60

0202015M-OEM

Y Further voltages on request

2 Delivery only into countries with 230 V AC 50Hz
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Chapter 6. Configuration of ipEther232.PPP

6.1 Configuration of ipEther232.PPP

As mentioned above, the configuration program recognizes all devices in its own

network segment.

A double click on an entry opens the details dialog which contains five parts.

ﬂgipcas ipEther.PPP Properties 10.0.1665.23 EI
—Info

bAL | 58,65, 6e. 70.6d.65

IP [192.109.223.210

e |

Ciefault Gateway ||:|_|:|_|:|_|:|

Subnet Mask | 255. 255, 255.0

ax. Apply
I | Y

TCP/IP (Ethernet):

This is where you can find the device name (Set Name) the MAC-Address and

IP-Address.

Here you can configure the default Gateway and the Subnet Mask for the

Ethernet side.

(Default Gateway or no Gateway = 0.0.0.0)
(Default Subnet Mask: 255.255.255.0)
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[®ipcas ipEther.PPP Properties 10.0.1665.23835 x|

TCRAP | | PPP | IMatinfa | about |

Baudrate [115200 =]

Handzhake I Mone j
— 1 uze Modem

Iriit # Dialstring |

Total Tirmeout I 0 3: min. 0 = dizabled
|dle Timeout I ] 3: min. 0 = dizabled

] I Apply Cancel
Y

RS232:
Baud rate and Handshake are adapted to the communication behaviour of the
serial terminal device.

Modem settings (use Modem):

The modem behavior is defined here.

“Init Dialstring®: Typically, the Hayes commands are used in the “init string“ to
communicate with the modem. Please refer to the modem user guide for these
commands.

“Total Timeout“: Specifies the maximum time span after which the modem
connection is cut. The default O disables this function.

“Idle Timeout“: Specifies the time in minutes after which the modem disconnects.
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ﬂgipcas ipEther.PPP Properties 10.0.1665.23 El
TCPAP | RS232 & Modem {PPF ' | INet Info | &bout |
—IP Addresz [FPF]
" Take IP from Server
&% Give Client thiz IP: 1010557
—PPF FParameter negatiation
¥ MRU Size I 1500 3:
[~ ACCM ID
[ Protocol field Compress [PFC)
[~ Address Control field Compress [ACFM)
v agic
] I Apply Cancel
Y

IP-Address (PPP):

“Take IP from Server“; This is where you can specify that the IP Address comes
from a server.

“Give Client this IP“: This is where you can set the IP Address of the serial side.

PPP Parameter negation:
“MRU-Size" specifies the maximum IP packet size. (Default = 1500)
"ACCM". The entry format is hexadecimal code.  (Default = 0)

“Protocol field Compress”: Default: “Off”
“Address Control field Compress”: Default: “Off”
“Magic*: Default: “On”
The above parameters are described in more detail in the RFC-1661 and
RFC-1662.
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[®ipcas ipEther.PPP Properties 10.0.1665.238: x|

TCPAP | RS232 & Modem | PPP | sbout |

— Trace Route

Routerverfoloung zu 192.109.223.210 1ber maximal 30 sbzchnitte :I
1 10ms <10ms <10ms 152109.223.210
Ahblaufverfolgung beendet,

" Na

—PFing
Fing wird ausgefthrt fir 192.109.223. 210 mit 32 Eytes Daten: ;I
Anbwort won 192.109.223.210: Bytes=32 Feit10m= TTL=128
Anbwort von 192,109,223, 210; Bytes=32 Zeit<10ms TTL=128
Anbwart won 192.109.223.210: Bytes=32 Zeit<10mz TTL=128
Anbwort won 192.109.223.210: Bytes=32 Zeit10mz TTL=128
Fing-Statistik. fir 192.109.223.210:
Pakete: Gezendet = 4, Empfangen = 4, Werlaren = 0[0% Verlust),
Ca. Zeitangaben in Millizek.:
irimurn = Oms, Maximum = Oms, Mittelwert = Oms

Kl _>I_I
Start |
] Apply Cancel
| | | y

Traceroute

Over traceroute, you can see the data path between two servers in the internet.
Traceroute lists all servers which are between the respective traceroute-server
and the destination address.

Ping

Ping is an application of the ICMP (Internet Control Message Protocol RFC 792).
This protocol (also a component of the IP protocol) transfers different
administative information and can therefore be used for fault-tracing, too. If the
ping signal meets an object, its reflection (echo) can be received again from the
appropriate transmitter. So ping can find out whether the IP Address is active (if a
connection could be established) and how fast it is.
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®ipcas ipEther.PPP Properties 10.0.1665.2383

TCPAP | RS5232 & Modem | PP | INet Info {Bai |

ipEther PRP
Configuration Plugin
Yersion 10
20,07, 2004
ipcas GmbH
W, ipcas, de

-

IpCas.. _ipEther232
' nterface Conversion:
T RS232/RS485 <-> Ethernet

] I Apply Cancel
A

About
Information page

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 76 of 165




6.2 Configuration samples

Configuration sample 1: “Ethernet for all”

Ethernet capability for all TCP/IP enabled devices without a dedicated
Ethernet interface.

TCP/IP Device
IP-Address: no

TCP/IP
Device

—

i
3
| IpEther232.PPP
I
|

R5232

IP-Adress: 190.190.190.50
Subnet Mask: 255.255.255.0
Use this IP: 192.192.192.30

Ethernet PC
TCR/AP
IP-Adresse: 190.190.190.40

FC

Routing between two networks. A route has to be configured at the TCP/IP device and
on the PC.

At the example above it would be...

...these commands are for Windows NT / 2002

e For PPP: “route ADD 190.190.190.40 MASK 255.255.255.0 190.190.190.50"
e For PC : “route ADD 190.190.190.50 MASK 255.255.255.0 192.192.192.30”

...these commands are for Linux-Systems:

e For PPP: ,route add —net 190.190.190.40 gw 190.190.190.50
netmask 255.255.255.0 dev pppO“

e For PC : ,route add —net 190.190.190.50 gw 192.192.192.30
netmask 255.255.255.0 dev pppO“

The Configuration could be tested as follows:
e For PPP: “ping 190.190.190.50 -t*
e For PC : “ping 190.190.190.40 -t
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Configuration sample 2: “simple Network routing”

Simple routing between two networks via GSM, ISDN or analog modems,

for instance to link up a branch to the company LAN.

BE PC1
TP-Address: 10.10.7.17

Etharnet
TCR/IP ]
IpEther232.PPP 1
ipetherz 32, FPP
IP-Address: 10.10.7.37
Subnet Mask 2352552530
Def Gway: 10.10.7.1
Use this IP: 192.109.223 243
[S0N  —
Analog IpEther232.PPP 2
Mo dam IP-Address: 192.109.223 243
Subnet Mask 2552552550
Def Gway: 1921092231
Use this IP: 10.10.7.37
ipether232, FPP

Il-%a

Subject to change without prior notice

Ethernet )

Iy TCRSIP P(,z

[P-Address: 192109.223.57
FC 2

Routing between two networks. A route has to be configured on both PC'’s.

At the example above it would be...

...these commands are for Windows NT / 2002:

e For PC 1: ,route ADD 192.109.223.0 MASK 255.255.255.0 10.10.7.37¢
e For PC 2: “route ADD 10.10.7.0 MASK 255.255.255.0 192.109.223.242”

...these commands are for Linux Systems:

e For PC 1: “route add —net 192.109.223.0 gw 10.10.7.37
netmask 255.255.255.0 dev pppO“

e For PC 2: “route add —net 10.10.7.0 gw 192.109.223.243
netmask 255.255.255.0 dev pppO“

The Configuration could be tested as follows:
e For PC 1: “ping 192.109.223.57 -t*
e For PC 2: “ping 10.10.7.17 -t*

Both modems have to be configured to “Answer incoming calls”.
(Normally: Register S0=1)
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Configuration sample 3: “dial in*

Enables company LAN access for home office, remote
maintenance or for field reps.

PC
[P-Address: 192.168.168.15

Modem

Modem

—
IpEther232.PPP

IP-Adress: 190.190.190.50
Subnet Mask: 255.255.255.0
Use this 1P: 192.192.192.30)

ipether2:
Ethernet l ———

TCR/IP
PC
IP-Adresse: 190.190.190.40

Routing between two networks. A route has to be configured on both PC'’s.

At the example above it would be...

...these commands are for Windows NT / 2002:

e For PPP: “route ADD 190.190.190.40 MASK 255.255.255.0 190.190.190.50"
e For PC : “route ADD 190.190.190.50 MASK 255.255.255.0 192.192.192.30”

...these commands are for Linux Systems:

e For PPP: “route add —net 190.190.190.40 gw 190.190.190.50
netmask 255.255.255.0 dev ppp0O“

e For PC : “route add —net 190.190.190.50 gw 192.192.192.30
netmask 255.255.255.0 dev ppp0“

The Configuration could be tested as follows:
e For PPP: “ping 190.190.190.50 -t*
e For PC : “ping 190.190.190.40 -t*

Both modems have to be configured to “Answer incoming calls®.
(Normally: Register S0=1)
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6.3 PPP direct connection under Windows

Windows 2000

The following configuration is needed to establish a PPP direct connection

without modems on Windows 2000.

In order to create a dial-up connection, Windows needs a modem. We would like
to implement a PPP direct connection without modems, therefore we have to
create a modem (“Communications cable between two computers®) before it.
Start in the Control Panel the “Phone and Modem Options”. Click on “Modems”
and then on the “Add” Button. Mark the option “Don’t detect my modem ...” in the
new opened dialogue and click on “Next”. After that, configure as follows.

Add/Remove Hardware Wizard

Install Hew Modem

Select the manufacturer and model of vour moderm. IF your madem iz nat listed, or if you
e

hawe an inztallation disk, click Have Disk.

Manufacturers:

Chamdard 192000 b bd ndam

M odels:
[Standard Modem Types) i’ LCarmunic le betvwesan hwo -
ACom Standard pz Modem
I Standard 1200 bps Moden
Aceey Standard 2400 bpz Modem
Acer | | Standard 9600 bps Modemn
: ]“"'T - I 5 Standard 14400 bpz Modem

Have Dizk. .. |

< Back I Mewt I

Cancel |
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In the following dialogue, you have to decide on which physical connection the
modem (finally the ipEther232.PPP) should be installed. After a successful
creation, the modem should be registered in “Phone and Modem Options”.

Phone And Modem Options K E

Diling Rules  Modems |.t‘-‘«dvanced|

q‘%‘} The fallowing modems are installed:

todem | Alttached To |
l%ﬁfEcnmmLmiu::atiu:uns cable between bwo computers  COM1

Add... | EEmawve | Eraperies |

0K I Cancel | Ay |

Double click on “Make New Connection® in the “Network and Dial-up
Connections”. Click on the button “Next” up to the following dialogue.

Network Connection Wizard

Network Connection Type
Y'ou can chooze the type of netwaork. connection you want to create, bazed on

your netwark, canfiguration and vaur netwarking needs.

' Dial-up to private network
Connect uzing my phane line [modem ar ISOH].

' Dial-up to the Internet
Connect ba the Intermet using my phone line [rodenn or ISDM).

" Connect to a private network through the Intemet
Create a “irtual Private Metwork [VPH] connection ar tunnel’ thraugh the Interset.

" Accept incoming connections
Let ather computers connect ba mine by phone line, the Internet, or direct cable.

& Connect directly to another computer
Connect uzing my senial, parallel, or infrared port.

< Back I Mewt > I Cancel |

After choosing the option “Connect directly to another computer®, click on “Next".
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In the next dialogue the role of this computer at this connection had to be
selected. Choose “Guest” and click on “Next”.

Network Connection Wizard

Select a Device
This is the device that will be uzed to make the connection.

Select a device:

Communications cable between bwo computers [COMT]

< Back I Mewut » I Cancel |

The created “connection cable® has to be selected as device. In the following
dialogues, the availability and the name of the connection has to be set. These
inputs are optional.

After completing, the connection can be found in the “Network and Dial-up
Connections”.

Right-click on the “Dial-up Connection” and click on “Properties®. In the “General’

menu click on “Configure...” and select a fitting “Maximum Speed” appropriate to
the configured baud rate of the ipEther232.PPP.

In the "Networking“ menu click on “Settings” and configure as follows.

prpsetings __________________EH|

[” Enable software compression

™ Megotiate multidink far single link connections

It is not necessary to set a login or password because the PAP / CHAP protocols
are not supported.

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 82 of 165




Windows XP

The following configuration is needed to establish a PPP direct connection
without modems on WINDOWS XP.

First, open the WINDOWS XP top-menu and click on "Settings". Then click on
the button "Network and Dial-up Connections". Here, you open the network-
assistant and choose "Set up an advanced connection”.

Mew Connection Wizard

Metwork Connection Type
what do you want b da?

() Connect to the Internet
Connect to the Internet zo you can browsze the 'web and read email.

() Connect to the network at my workplace
Connect to a buzsiness netwark [using dial-up or YPH] 2o wou can work from home,

a field office, or another location.
() Set up a home or small office network
Connect to an exizting home or zmall office network or zet up a new one,

(*) Set up an advanced connection

Connect directly to another computer using vour zenal, parallel, or infrared port, or
zet up thiz computer o that ather computers can connect to it.

< Back “ Mext » l[ Cancel

In this dialog, you choose "Connect directly to another computer”.

Mew Connection Wizard

Advanced Connection Options
Wwhich type of connection do pou want to get up?

Select the connection type you want:

() Accept incoming connections
Allovs ather computers o connect ta this computer through the [nternet, a phone
line, or a direct cable connection.

(%) Connect directly to another computer
Connect to another computer uzsing your senial, parallel, or infrared port.

< Back “ Mext » l[ Cancel
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In this dialog you choose the option"Guest".

Mew Connection Wizard

Host or Guest?
To connect two computers, your computer must be identified az either a host or a

guest.

Choosze the role you want for thiz computer:

() Host

Thiz computer haz the information wou want bo access,

(#) Guest

This computer iz uzed to acceszs information on the host computer.

< Back “ Mext » l[ Cancel

Now you have to choose the Com-Port to which you connected the
ipEther232.PPP. (In the example, Com1 is use).

New Connection Wizard

Select a Device
Thiz iz the device that will be used to make the connection.

Select & device:

Communications P

< Back “ Mext » l[ Cancel
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Now you should see a new connection in the window "Network and Dial-up
Connections". You have to click on this and choose the register "Properties”.
In the "General" menu, click on "Configure..." to set the transfer rate of the
ipEther232.PPP. (You have to set the same baud rate, which is in the
configuration tool in the Property Page of the ipEthter.PPP that is to be used).

# Direct Connection Properties

General | Optionz | Security | Metworking | Advanced

Select a device:

Communications cable between bwo computers [COM1) A |

Modem Configuration

Communications cable between bwo computers [COM1)

M aximum zpeed (bpz]:

Modem pratacol

Hardware features
Enable hardware flow control
[] Enable maderm error contral

[[] Enable modem compression

[[] Show terminal windaw

[[] Enable moderm speaker

Ok l [ Cancel

Now choose the register network and click to "configuration" to delete all options

in the window "PPP-settings".

# Direct Connection Properties

| General || Options || Securityl Mebworking | Advanced

Type of dialup zerver | am calling:
| PPP: Windows 35/98/NT 4/2000. Internet v |

Settings

PPP Settings

[[]Enable LCP extensiars
[[]Enable saftwars compressian

[] Megatiate multidink for single link connections

0K ] [ Cancel

Description

Transmission Control Pratocol/lntemet Pratocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ 0K ] [ Canhcel

It is not necessary to set a login or password because the PAP/CHAP protocols

are not supported.
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6.4 Lodfile

After a successful PPP connection in the “Messages from Devices” dialog (right
click in the configtool under the option “Device messages”) contains the following:

_lojx

07.03.2005 15120 - ipEther_PPP - 10.10.5.1:3437 - [31] The PPP-IPCF pratocol is Up

Cloze |

Any occurred errors during the communication could be analysed under the
E%‘ option “Device messages®. You can find an overview of the error messages in

chapter 3.3 logdfiles. Simultaneously all errors are stored in the “Event viewer” of
Windows.
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6.5 Technical Details for ipEther232.PPP

Great emphasis was placed on compatability during device design.
There are, however, some minor restrictions:

UART

ipEther232.PPP can store 20 Ethernet packets that are then transmitted
to the RS232 or the Ethernet side. If additional packets arrive before
memory has been freed, the packet is discarded. This is however
reported and written to the error logdfile (see Configtool). The problem
only occurs if too many connections are open at the same time or too
many unacknowledged packets are sent at the same time (Windows size
too large or UAP connections).

The ARP cache can hold 20 entries. If the PPP side requires more ARP
entries, the oldest entry is deleted. This might however have an adverse
effect on the performance.

ipEther232.PPP principally uses the "hardware handshake".

Should problems arise, we recommend testing the connection with Linux
PPPD.

CCP (Compression Control Protocol) is not supported.

The UART supports transmission speeds between 2400 baud and 115200 baud.
Higher baud rates might result in data loss if data is transmitted continuously.
The device uses 8 data bits and "no parity".

Subject to change without prior notice

Last Change 05.11.14

Data Respons GmbH

ipEther232 V12.6 Page 87 of 165



Further technical details

ipEther232.Telnet DIN-Rail Unit OEM Version
Alternatively 1 x RS232 or 1 x RS485 — SUB-D9 (full RS232)
> Baudrate: 2.400 to 115.200 baud
Interfaces ipEther232. Telnet > Parity: None, E_ven, Odd, Mark, Space
» Data: 7 or 8 Bits
>  Stop: 1 or 2 Bits

1 x 10BaseT — RJ45 (may be operated in 10/100 Mbit/s networks))
Power, System, Error,

Diagnosis (LED) RS232 or RS485 Transmit/Receive

Ethernet Transmit/Receive/Link

B d ey D +8-14V DC - Input Jack
Supply voltage +8-14V DC - Input Jack Input Jack and 3,5mm 5V DC on-board cgnnector
connector
Gehause Plastic housing Plastic housing Without housing
Dimensions W/H/D Approx. 110/30/75 mm Approx. 45/108/73 mm Approx. 100/20/70 mm
Operating- / storage temperature 5°C to55°C/-10°Cto70° C
Relative humidity 5 % to 90 % non-condensing
Standards CE
. ipEther232.Telnet
Pov.ver ST ) Without power supply Without power supply
Lk 25079 21 (Optional) (Optional)
Scope of delivery Out: + 9V DC P P
Configuration software,
Driver for Windows (NT, 2000, XP),
Manual (German or Englisch documentation)
0202020-H
Order number RS232 0202020 0202020-H24 0202020-OEM
0202020-H60

Y Further voltages on request
2 Delivery only into countries with 230 V AC 50Hz
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Chapter 7: Configuration of ipNTP

7.1 Configuration of ipNTP

[Mipcas SNTP Properties 10.0.2084.16655 x|

| Setup I Tglis] I INetInfDI &bt I

—Info
b [00.09.5e.00.15.84
IP [192.109.223.214
Marre |Serverraum

k. I Smply Cancel
Y

TCP/IP:
This is where you can find or set the device name (Set Name) the MAC-Address
and IP-Address.
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[®ipcas SNTP Properties 10.0.2084.16655 x|

TCPAP | Jinfe | INetinfo | About |
UDP-Port 123 =+ (Defaul =123
Broadcast / Multicast [ntereal E4 ¥ | seC
v Multicast
Multicast Address |z24.01.1

—Iv Localime instead of UTC

Timezane ILITE j

Zioe |L|TE

Bias to GMT IT minukes
Biaz - Standard Time IT minukes
Biaz - Daylight Time IT minukes
Start Daylight Time |n|:|ne

End Daylight Time | (flalgl=

k. I Apply | Cancel | y
4

UDP-Port
Here you can configure the UDP-Port. (Default = 123)

Broadcast / Multicast Interval

Here you can configure the Broadcast / Multicast interval. Broadcast / Multicast
interval is the time period in which the NTP server transmits the alignment
information to all clients. Clients and server must be in the same Subnet.

Multicast

Here you can deactivate or activate the Multicast and set the Multicast address.
The Multicast mode requires that the server and the clients have multicast at their
disposal and configured.

Local time instead of UTC

Here you can configurate any desired time zone on which the time of the server
is to depend.

Then the difference is indicated to GMT, the difference from summer time
respectively winter time to the GMT and the start time / end time of the summer
time.
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To create an own time zone with tzedit

With the programm tzedit, you can create your own time zone and edit existing
time zones.

You can configure the difference to GMT, the difference from summer time
respectively winter time to the GMT and the start time / end time of the summer
time.

You can download the programm under http://www.microsoft.com.

£ 3 Edit Time Zone
Time Zone Narme: |i|:u:as Time K
Abbreviation: Iipcas Time Cancel

Dffset from GMT: | +01: 00 E Help

Flil

— v Automatically et Daylight 5 aving Time

Start Daw: IThird j |Tuesda_l,l LI af |June j at | 0g: a5:00 E

Last Diay: IThird j |Tuesda_l,l j af |Septeml:uer j at | 03: 46: 00 E

Abbreviation: ITEEt Craplight Bias: |+EI'I:EIEI E
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[®ipcas SNTP Properties 10.0.2084.16655 x|

TCPAR | Setup ©

Good Time Signal ¥ DK

Clock Synchronized ¥ DE

Time source IEPS Receiver
— Time

13.10.2005 07.50.21

Standard Time
uTcC

k. I Apply Cancel
Y

Good DCF77 Signal
Shows whether the DCF77 signal is received.

Clock Synchronized
Shows if the synchronization of the clock is working. This box is marked first after
receiving a good DCF77 signal for 60 seconds.

Time

Shows the current UTC (Universal time code), this is the current Greenwich time
(Zero degrees longitude). The individual clients equalize their time with the UTC
of the server and tune the time of the clients with the corresponding time zone
selection.
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[Mipcas SNTP Properties 10.0.1581.14323 x|

TCPAP | Info | Setup {] | about |

— Trace Route

Routerverfoloung zu 192.109.223.210 1ber maximal 30 sbzchnitte :I
1 <10ms <10ms <10ms 192.109.223.210
Ahblaufverfolgung beendet,

" o

—PFing
Fing wird ausgefthrt fir 192.109.223. 210 mit 32 Eytes Daten: ;I
Anbwort won 192.109.223.210: Bytez=32 Feit<10m= TTL=128
Anbwort von 192,109,223, 210; Bytes=32 Zeit<10ms TTL=128
Anbwart won 192.109.223.210: Bytes=32 Zeit<10ms TTL=128
Anbwort won 192.109.223.210: Bytez=32 Zeit10mz TTL=128
Fing-Statistik. fir 192.109.223.210:
Pakete: Gezendet = 4, Empfangen = 4, Werlaren = 0[0% Verlust),
Ca. Zeitangaben in Millizek.:
irimurn = Oms, Maximum = Oms, Mittelwert = Oms

Kl _>I_I
Start |
k. I Apply | Cancel |

Traceroute

Over traceroute you can see the data path between two servers in the internet.
Traceroute lists all servers which are between the respective traceroute-server
and the destination address.

Ping

Ping is an application of the ICMP (Internet Control Message Protocol RFC 792).
This protocol (also a component of the IP protocol) transfers different
administative information and can therefore be used for fault-tracing, too. If the
ping signal meets an object, its reflection (echo) can be received again from the
appropriate transmitter. So ping can find out whether the IP address is active (if a
connection could be established) and how fast it is.

For Windows systems, you type ,ping IP-Address” on the command shell.
For Linux systems, you type ,ping —s IP-Address” on the command shell.
For Solaris systems, you type ,ping —s IP-Address 32“ on the command shell.
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[®ipcas SNTP Properties 10.0.1581.14323 x|

ipEther SNTP
Configuration Plugin

Version 10

24.03.2004

About
Information page
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7.2 SNTP-Clients

To synchronize the time of your computer with the time of the NTP server, you'll
need a SNTP client.

NTPTime

NTPTime is easy and free. You can find it on this link
http://www.tu-braunschweig.de/afs/tu-bs.de/public/ntp_win/ntp41bin.zip and you
can find a detailed English documentation on this link
http://www.tu-braunschweig.de/afs/tu-bs.de/public/ntp_win/ntp41doc.zip

Installation under Windows systems

1.
2.
3.

NTPTime Control Panel el

Here you can type
the SNTP-Server-
Address

-

Create a temp directory(e.g. C:\temp\ntp\bin).

Copy(.../public/ntp_win/) ntp41bin.zip to C:\temp\ntp\bin and extract it.
From the bin-Directory, copy ntptime.cpl to the SysRoot-Directory (e.g.
C:\winnt\system32).1f you have done the last steps right, you will see a new

NTP icon in the control panel that looks like this sign here> L < . On the
control panel is this icon to controll the NTP Settings.

Copy ntptime.exe to C:\Programm\NTP from bin directory.

In the control panel, start the NTP-Controller and make your individual
settings like Timeserver-Address, logfile directory or how often the device
should be synchronized.

Open a Command Shell and type the following commands:
C:\Programme\

Change the directory with ntptime.exe

Antptime —install implement the ntptime as Windows service
net start ntptime start the ntptime-service

The logfiles will create on your chosen folder. You can control the logfiles with
Notepad.

SETvErs | Settingsl Log Filesl Retry I .ﬁ.dvancedl

Time Servers

192103 3 Up

[ar

After this, click on
Delete the add button to
add the Server to
the list.

\

k. I Ahbbrechen | UI_:ernehmenl

If only the time server is indicated, NTPTime synchronizes at every start of the
computer and finishes the service after this.
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Achron5

If the PC should often synchronize, you must set up your PC. For further
configurations, please read the detailed manual.

Achron 5 is freeware and available in the internet. Please consider the license
conditions of the manufacturer.

Automachron - 09:10:03 ) 2] x| /ﬁ'ease click here to

synchronize the time of

— Hosts your computer with the
SNTP-Server.

|212.34.181.237 =l -

Pratacal Part Host ...

ISNTP ¥ I1 23 Delete | Please click here to set

: the IP-Address of the

~ Options SNTP-Server .

v Quiet Iv Ortop

[ Report anly ¥ Sustray icon

[ Sync at startup ¥ Fun at startup

[ Cloze after sync

[ “wait for dialup connection

[ Broadcast client

Click here, if you need
Sync every | 3600 seconds more help for the
onfiquration.
Log ——— Adiust ;
[~ Lo

I \erhose Timezane ...

Wigw . | il

s
T

Cloge | E it | il

On the internet are other freely NTP-Clients like Net Time, Atomsync and Tardis
2005

Synchronization of the time on Windows NT, Windows 2000 and Windows XP
in the Command Prompt / Shell

First of all, open the command prompt with Start | Programs| Accessories |
Command Prompt and test the connection to the NTP server (in our example the
server IP is: 212.34.181.237) with the ping function by typing the following
command C:ping 212.34.181.237.

If this test was completed successfully, you have to enter the command

C:net time /setsntp:212.34.181.237 to set the NTP server IP.

To test the synchronization with the timeserver, you have to type C:w32tm —once
for a single synchronization. The time on the PC deviates then only a few
milliseconds from the timeserver.

To synchronize the PC regularly, you can write the commands in a batch file and
put it into the “Task Planer” of Windows. In this case, there always has to be a
connection to the timeserver.
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Synchronising the time under Windows 2000

Right-click on “My Computer® and click in the following dialog on “Manage”, in
“Services and Applications” click on ,Services”. After a double-click on “Windows
time”, the following window opens.

Eigenschaften von Windows-Zeitgeber {Lok3 ed |

Allgemein |.ﬂ.nmelden| Wiederherstellenl .-’-‘-.I:nhéngigkeitenl

Dienztharme: WaAZTime

Anzeigename: IWindnwsZeitgeber

Beschreibung: ISteIIt die Systemuhr.

Prad zur EXE-Dater:
CAWAMM T S pstem32hzervices. exe

Starttyp:
Dienststatus: Gestartet
Startern | Beenden | Anhalten Enrtzetzen

Sie konnen die Startparameter angeben, die lbermommen werden zollen,
wenn der Dienzt wan hier aus gestartet wird.

Startparameter: I

k. I Abbrechen | bernehmen

The startup time must be set to Automatic. After that, you have to open the
command prompt with Start | Programs | Accessories | Command prompt and
test the connection to the NTP server (in our example the server IP is:
212.34.181.237) with the ping function by typing the following command:

C:ping 212.34.181.237 .

If this test wascompleted successfully you have to enter the command

C:net time /setsntp:212.34.181.237 to set the NTP server IP.

To test the synchronization with the timeserver, you have to type C:w32tm —once
for a single synchronization.

The time on the PC deviates then only a few milliseconds from the timeserver.
To carry out automatic synchronization in regular distances, you have to type the
following command:

C:w32tm —period <Intervalcode>

There are following codes for updating intervals:

0 Daily

65535 Every second day
65534 Every third day
65533 Weekly

65532 Every 45 minutes

With the last function, the system attempts to synchronize the clock every 45
minutes until it worked three times. After that it synchronizes daily.
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Synchronisation of the time under Windows XP

By double-clicking onto the system clock, the dialog “Options of date and time*
opens. In the card index rider “Internet time“ you must do the following settings
now.

Eigenschaften von Datum und Uhrzeit @E|
Please click here to

synchronize your PC-
Time with the SNTP-

Server.

e N

w | [Jetzt aktualisieren i

Daturn und Uhrzeit | Zeitzone | Inkernetzeit

Aukamatisch mik ginem Internetzeikserver synchronisieren

Server: | 212.34.181,237

Please enter here the IP-
Address of the SNTP-
Server

Cie Zeit wurde erfolgreich swnchronisiert mit 212.34,181.237 am
16.06,2004 um 10:26 Uhr,

Machste Synchronisierung: 23.06.2004 um 10:26

Die Synchronisierung kann nur erfolgen, wenn eine Yerbindung mit dem
Internet beskeht, Weitere Informationen beziglich der
Zeibsynchronisierung Finden Sie im Hilfe- und Supportcenter,

Ik I l Abbrechen

The default updating interval is one week and could only be adapted in the
registry under

"Hkey Local _Machine\System\ControlSet001\Services\W32Time\TimeProviders\
NtpClient" with the new DWORD Entry ,SpecialPollinterval®, where you may
enter the desired seconds as a decimal value.

Caution:
. We have the information for this registry entry from the Internet and do not take
II% over any liability for possible damages.
General:
A change in the Windows-Registry at an inappropriate procedure can lead to not
properly shuting down or start the system. Data losses are also possible.
Computer newcomers should not carry out such changes themselves.
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Synchronizing the time under Linux

You can synchronize the system time under Linux distribution, too. Please type
the following commands.

Before you set up the service you should try the ipNTP connection with a ping.
For Linux systems, please type the command ,ping —s 32 IP-Address® in the
command shell.

For Solaris systems please type the command ,ping —s IP-Address 32“ in the
command shell.

With the command /usr/sbin/ntpdate “Server IP or Server Name*, the system time
is synchronised once with the Server. If you want your system time to be regulary
synchronized with the NTP-server, it exists some possibilities, for example you
can make a registered cronjob at the crontab. If you want to synchronize your
system time daily at 3:30, please type follow command:

303 *** Jusr/sbin/ntpdate “Server-IP or Server Name*

For further information, please read the manpages:

man ntpdate
man crontab
man ntpd
man xntpd

Redundant synchronization

On Windows systems, you can synchronize redundand only with a client like
Achron 5. For this, you have to enter a second IP of a NTP server in the host
window. If a connection to the first server is not possible, the client tries to
connect to the second server.

On linux systems, you can configure this with the ntpdeamon. For a full
documentation of NTP, please enter the command man ntpd.

Further information

You can find a detailed documentation to the theme of NTP on the Internet under
http://www.ntp.org (“Home of the Network Time Protocol®).
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7.3 DCF77-Antenna and DB9 Clutch

The active voice antenna obtains the amplitude modulated signals of the time
indication transmitter DCF77. It provides the demodulated signals over an open
collector driver. To increase the noise immunity, the antenna is provided with a
selective entry filter, with this it could also be used in environment of strroger
disturbance. The connection occurs over a cable with DB9 plug.

Abmessungen: Anschlufibelegung:

| 112205 ) —

. — s

 Chk
4.0
Kabelanschiuf ——
13=0,5

12005

100+0,5 90+0
i =" j Uy,
_i Signal JL_IL
- | [ GMND

If you want to improve your reception, move the longside of the antenna
to the transmitter (Frankfurt)

Beschaltung:

290,27

Mainflingen near Frankfurt

7.4 GPS-Antenna and DB9 Clutch

The GPS-Receiver calculates the exact position through the measurement of
distance. The GPS-Antenna receives the UTC (Universal Time Code) time from

up to 12 satellites depending on the enviroment and the calculation of the local
time in UTC.

The norm IEC 60529 says that the GPS-
Antenna is weatherproof and you can
use it in temperatures from - 30°C to +
80°C. A special feature is the mounting
possibility with an integrated magnet or
a screw thread on the back.

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 100 of 165




7.5 Technical Details for ipNTP

Great emphasis was placed on compatability during device design. Nevertheless,
there are some minor restrictions.

e The DCF77-Reception has an accuracy of + 8 msec.

e The GPS-Reception has an accuracy of £ 1 msec.

e Free running quality: £ 10 ppm at a static temperature of +10°C to
+50°C.

e The emergency clock has an accuracy of 50ppm at a temperature of
+10°C to +50°C.

Technical Details DCF77-Antenna

Technical characteristics Min. Typical Max. Unit
Receive frequency 77,5 kHz
Connection cable length 2,5 m
Power supply 3 12 V
Power supply range 2,2 15 V
Reception sensivity 30 50 pVim
Output voltage 3 30 V
Output current 2 mA
Output level at 100% 77,5kHz 04 V
Output level at 25% 77,5kHz Uoutput \Y
Output impulse range at
Transmit impulse range: 100ms 80 130 ms
200ms 170 230 ms
Power consumption 1,3 mA
Bandwith of the filter 350 Hz
Attenuation at £ 3 x BW -20 dB
Store temperature -40 80 °C
Operating temperature 0 50 °C

Technical Details GPS-Antenna

Power supply 4.0V to 5,5V

signal level; supply voltage 60 mA at 5V

output level 0V to VEingang

GPS receiver sensitivity min. 165 dBW

Correction data WAAS / EGNOS

Data format version NMEA 0183 v2.00 or v3.00

Time impulse 1pps, +/- 1usec

update rate 1 Synchronisation per seconds

Synchronization time New synchronisation : <2 sec
Warm: ca. 15 sec
Cold: ca. 45 sec
Auto Locate™: 5 min
Sky Search: 5 min

Weight without cables 115,69

Weatherproof case Polycarbonate Thermoplastic,
waterproof to IEC 60529

Work temperature range -30°Cto + 80°C

Storage temperature range -40°Cto +90°C

Measurements in mm 19,5 x 61

Cable length 3 meters
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Further technical details

ipNTP - DCF77
Interfaces

Desktop DIN-Rail Unit \
1x antenna DCF77
1 x 10BaseT - RJ45 (can be operated in networks with 10/100 Mbit/s)

Diagnosis-LEDs

Power,
DCF77 Takt, Time Sync,
Ethernet Transmit /Receive/Link

+8-140r 18 -36 (24V)VDC "

e PR WRIE =Nk Input Jack and 3,5 mm connector
DCF77 receipt: £ 2 msec.
A Free-running properties: + 2 ppm after VCO regulation at constant temperature (+10°C to
ccuracy +50°C)
emergency clock: + 25 ppm
Housing Plastic housing Plastic housing

Dimensions W/H/D

Approx. 110/30/75 mm Approx. 45/108/73 mm

Operating/storage o o 10° o
temperature 5°Cto55°C/-10°Cto70° C
Relative humidity 5% to 90 % non-condensing
Standards CE

Scope of delivery

ipNTP & DFC77 antenna approx. 2,5 m,
Configuration software,
Driver for Windows (NT, 2000, XP),
Documentation (German or English)

Power supply ? Without power supply

In: 230 V AC Out: + 9V DC

(optional)

Order number

0202018

0202018-H24

[ipNTP - GPS

Interfaces

Desktop

DIN-Rail Unit

1x GPS receiver
1 x 10BaseT - RJ45 (can be operated in networks with 10/100 Mbit/s)

Diagnosis-LEDs

Power,
DCF77 Takt, Time Sync,
Ethernet Transmit /Receive/Link

+8-14 0or 1836 (24V) VDC ”
gl velizge © 8 IETDIE i el Input Jack and 3,5 r(nm c)onnector
GPS impulse: + 300 nsec.
Accuracy Free-running properties: + 2 ppm after Vi(gorfg)ulatlon at constant temperature (+10°C to
emergency clock: + 50 ppm
Housing Plastic housing Plastic housing
Dimensions W/H/D Approx. 110/30/75 mm Approx. 45/108/73 mm
Operating/storage 5° C t0 55° C /-10° C to 70° C
temperature
Relative humidity 5% to 90 % non-condensing
Standards CE

Scope of delivery

ipNTP & GPS Receiver approx. 2,5 m,
Configuration software,
Driver for Windows (NT, 2000, XP),
Documentation (German or English)

Power supply ? Without power supply

In: 230 VAC Out: + 9V DC

(optional)

Order number 0202019

0202019-H24

Y Further voltages on request
2 Delivery only at countries with 230V AC 50Hz
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Chapter 8: Configuration of ipEther232.10
8.1 Configuration of ipEther232.10

As mentioned above, the configuration program recognizes all devices in its own
network segment.

A double click on an entry opens the details dialog.

ipcas ipEther.I0 Propetties 10.0.2169.25831 El

TCRAP | Digital 1/0 | RS232 | IMet Info | About |

—Infao
hAC |00.09.8e.00.24.52
IP |192.109.223.228
Marne IInputa’EI utput
¥ | Conmection established

] | Apply Cancel

TCP/IP (Ethernet):

This is where you can find the MAC address, IP Address and the setted device
name (Set Name).

“Connection established”; The Ethernet conection (UDP — open) to the
ipEther232.10 has been achieved and you can continue with the configuration.

If the Ethernet connection cannot be achieved, the configuration cannot be
changed (device busy or not attainable).
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ipcas ipEther.I0 Properties 10.0.2169.25831 ﬂ

TCPAP Digital 140 | AS232 | IMetinfo | About |

—hirtual COR-Part

Wirtual Fort I M one - I

— Digital [nput
Sample Rate Iﬂ s
Debounce Iﬂ zamples
Tranzmit B ate Im mg [0=no cyclic ransmizzion)

[ Tranemit on Change

— Digital Dutput
¥ Device has Digital Output

k. Amply Canicel

Virtual COM-Port:
This functionality will be available with the next version.

Digial Input:

“Sample Rate“: Sample rate from the digital inputs.

“Debounce”;: Number of consistent samples (Sample Rate) before the pin state is
accepted.

“Transmit Rate”: Cyclic send rate from the digital inputs to the server.

(or when the buffer is full)

“Transmit on Change”: Transmit with any changes from the digital inputs to the
server (minimal all 100 ms).

Digital Output:
If the I/O module has two digital outputs (4x Input & 2x Output), it is activated with
this ,checkbox®.
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ipcas ipEther.I0 Properties 10.0.2169.25831 ﬂ

TCPAP | Digital 140 FIS232 | INetnfo | About |

—hirtual COR-Part

Wirtual Fort M one -

—Mode

Baud Rate  |9g00 -
Data Bits
Parity Mane -

Stop Bitz

oo 13

; The device does nat require
Fire and Forget [ a receive confirmation from

the clignt.
— Timeouts
Rx=D Tirneout 300 =1 ms
Character Timeout ] =1 ms
k. | Amply | Canicel

Virtual COM-Port:
This functionality will be available with the next version.

Mode:
Baud rate, databits, parity and stopbits are adjusted to the communication
behaviour of the serial terminal device.

.Fire and Forget‘: No Ethernet paket is sent back for confirmation.
The serial data do not have to store temporarily. Fast UDP plain text
transmission, therefore can be used with time-critical protocols / data.
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Timeouts:

“RxD Timeout*: First byte starts the "Total Read Time". After this has expired, all
characters received until then are sent to the PC. This value must not fall below
the travel time of the UDP packet in the Ethernet. Use the "ping" tool to determine
the travel time. The default value for this parameter is 100 ms.

“Character Timeout“: The "Character Distance" is the maximum distance
between two characters received. If this value is exceeded, all characters
received until then are sent to the PC, even if the parameter did not run off "Total
Read Timeout" yet. The default value for this parameter is 10 ms.

With the reception of serial data, Ethernet blocks have to be assembled.
To do this, two timeouts are available in ipEther232.

Total Read Timeout Total Read Timeout

Character Tirmeaout

!

Nl RRaa ] [Rbata | \Data

Keine Ubertragung. L ¥ 1!:]
Licke izt zu klein. Senden Senden Senten

an PC an PC an PC

Ubertracung weil
"Total Titmeout"
abgelaufen ist.

Ubertragung weil die

Licke zvwischen den

Zeichen groszer als
"Char Timeout"

Ubertragung weil die

Licke zvwischen den

Zeichen groszer als
"Char Timeout"

Fine tuning might be required for time critical applications as well.

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 106 of 165




ipcas ipEther.I0 Properties 10.0.2169.25831 ﬂ

TCPAP | Digital 140 | AS232 INetinfo | Apout |

— Trace Route

Routerverfoloung zu 192,108,223 228 Lber masimal 30 Abzchritte ﬂ
1 9Ame 79ms 78ms 192109223228
Ahblaufverfolgung beendet,

o o

—PFing
Ping wird auzgefihet fuir 192.109.223. 228 mit 32 Bytesz Daten: .
Anbwort won 192.109.223.228: Botez=32 Zeit=130ms TTL=128
Anbwort von 192,109,223, 228: Bytes=32 Zeit=Tmz TTL=128
Anbwort won 192.109.223.228: Butes=32 Zeit=1mz TTL=123
Anbwort won 132.109.223.228: Butez=32 Zeit=1mz TTL=128
Fing-Statiztik. fir 192,109, 223,228
Pakete: Gezendet = 4, Empfangen = 4, Werlaren = 0 [0% Werlust),
Ca. Zeitangaben in Millizek.:
Firirmurn = Trnz, Maximurn = 130ms, Mittebwert = 33mz

o of
Start |

k. | Amply | Canicel |

Traceroute

Over traceroute, you can see the data path between two servers in the internet.
Traceroute lists all servers which are between the respective traceroute-server
and the destination address.

Ping

Ping is an application of the ICMP (Internet Control Message Protocol RFC 792).
This protocol (also a component of the IP protocol) transfers different
administative information and can therefore be used for fault-tracing, too. If the
ping signal meets an object, its reflection (echo) can be received again from the
appropriate transmitter. So ping can find out whether the IP address is active (if a
connection could be established) and how fast it is.

For Windows systems you type “ping IP-Address* on the command shell.
For Linux systems you type "ping —s IP-Address” on the command shell.
For Solaris systems you type “ping —s IP-Address 32“ on the command shell.
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ipcas ipEther.I0 Properties 10.0.2169.25831 ﬂ

TCPAP | Digital 140 | 5232 | IMetinfo About |

ipEther.1O
Configuration Plugin
Version 12
09.12.2005
ipcas GmbH, Erlangen

ipcas.. Ether232
] nterface Conversion:
The System Heuse of Glibal (TS endces R5232/RS485 <-> Ethernet

k. Amply Canicel

About
Information page
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8.2 Communication with the ipEther232.10

The default settings for installation path (optinal, install it from the Setup CD) and
follow described samples, source code and documentation is

»C:\Programme\ipcas GmbH\ipcas Ethernet Products\|IOBox\Samples.\.....

ipcas.ipEther.lOBox.Reader.cs

The file contains “ipcas.ipEther.IOBox.Reader.cs” the basic class for all

sample applications in the C# sourcecode.

It will control the access on the ipEther232.10.
For further information, please read the help file.

cas.ipEther.I0Box Connectivity Help

= =

Auszhlenden  Suchen Zuriick onErts

Abbrechen  Aktualisieren  Startseite

5 o & O

Drucken Optionen

=101 %]

Inhalt |Index I §uchen|

CounterChangeE ventHandler Delegate
@ DigiChangeE ventHandler Delegate
= m HighResolutionD ateTime Class
[£] HighR esolutionD ateTime Members
] HighR esolutionD ateTime Constructor
@ Pooperties
= ([ 10BoxContral Class
|0B cxContral Members
[£] 10BoxControl Constructor
0 Froperties
@ Methods
@ Events
@ MatificationE ventHandler Delegate
=l ] Reader Class
Reader Members
[£] Reader Constiuctor
@ Properties
@ Methods
@ Events
% Fieader. OnCommandA esponselelegate Delegate
% Feader. OnConnectDelegate Delegate
% Feader. OnCounterChangedDelegate Delegate
a Reader OnD atabeszzageleleqate Deleqate
% Feader. OnDisconnectDelegate Delegate
% Feader. OnEnorDelegate Delegate
% Feader. OnE ventLosztDelegate Delegate
% Feader. OntdessagelostDelegate Delegate
% Feader. OnPattermChangedD elegate Delegate
% Feader. OnPinChangedD elegate Delegate
% Fieader.OnSeriallatabelegate Delegate

lpcas. jpEther JOBox Conhectivity
ipcas.ipEther.IOBox Namespace

MNarmespace hierarch

Classes

Class

HighResolutionD ateTime

I0BoxControl

Reader

Delegates

Delegate

CounterChangeEventHandler

DigiChangeEventHandler

NotificationEventHandler

Reader.OnCommandResponsebelegate
Reader.OnConnectDeleqate
Reader.OnCounterchangedDeleqate
Reader.OnDataMessageDelegate
Reader.OnDisconnectDelegate
Reader.OnErrorDelegate
Reader.OnEventlostDeleqate
Reader.OnMessagelostDelegate
Reader.OnPatternChangedDelegate
Reader.OnPinChangedDelegate

Reader.OnSerialDataDelegate

Description

This class provides a high resolution
DateTime, It uses the
QueryPerformanceCounter, The resolution is
aprox, 10us,

This class pravides an interface to the
ipcas.ipEther IOBox as an
windows . Forms.Control or as an OCxX. This
Control can be used in Managed Code and
also as OC¥ in unmanaged Code e.q. Office

This class provides an interface to an
ipcas.ipEther IOBox, The base-class for all
I10Box applications,

Description
Catches the OnCounterChange event
Catches the OnDiniChange event.

Catches the following events: OnConnect,
OnDatalost, OnDisconnect, OnM gelost

Catches the OnCommandResponse event,
Catches the OnConnect event,

Catches the OnCounterChanged event.
Catches the OnDataMessage event.
Catches the OnDisconnect event.
Catches the OnError event.

Catches the OnEventlost event,
Catches the OnMessagelost event.
Catches the OnPatternChanged event.
Catches the OnPinChanged event.
Catches the OnSerialData event,

Library

A .Net classes-library which bind the ,ipcas.ipEther.|OBox.Reader.cs".

(ipcas.ipEther.IOBox.Reader.dll)
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Console Application

A littlte console application which demonstrate how you can use the
“ipcas.ipEther.lOBox.Reader.cs"

= |I0Box Reader Console Application

Pleasze enter [Q0Box—IFP:
1921689 .223.227:
Time—15:18:43.

58.828
Time—15:18:58.784

Time—15:18:51.882 Pin-3

State—H#
State—1
State-0@
State—1
State—H#
State—1
State—1
State—8
State—H#
State—1

192.189.223.227

Database Application

This sample will show you how you can write events in a database. The demo
use the Microsoft OleDB Technology. The sample was tested with MS-

Access2003, MS SQLServer 2000 and Oracle 8.1.7

‘_'r"IDBu:H: Database Console Application

=

= &
=

= =y Nl

i

il fiaf s fon sl el R R
S w120
= =

L W O
¥
T

50 o0 =

5 o0

=al R ==

B o o0

=10l x|
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ipcas.ipEther.IOBox.Control

ipcas.ipEther.IOBox.Control supports the interface with “.NetWindows Form
Control“ and OCX-Control. You can use this Controller in your VB, Office or

.Net application.
(ipcas.ipEther.IOBox.Control.dll)

Example application for Microsoft Excel

4 Microsoft Excel - Test.xls -0l =|
J@ Datei Bearbeiten Ansicht Einfilgen Format Extras Daten Fenster 7 _|5’|5|
Deds @Ry [ taERdo-c @z adlil@pon -7, €2
Al - =
L =
|O-Box-Kommunikation
IP-Adresse (I0-Box): I 192.109.223.227 “erbinden Trennen |
Verbindungsstatus: AKTIY

ipcas GmbH, Erlangen
http: M. ipcas. de

4[4 [» [ Kommunikation { Pind £ Pind (2} / 14l
Bereit | | | | [ T 4
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F4 Microsoft Excel - Test.xls

J@ Datei Eearbeiten Ansicht Einfigen Format Exbras Daten Fenster 7 ;Iilil
DeEa SRy xRSt v-o- @z 45| @P0e -0, €2
A5 | =
A [ B | C | D =
1 Letztes Datum / Zeit | Letzte Millisekunden Letzter Zeitstempel —
2 [15.08.2005 16:38:15 553/15.08.2005 16:38:15 553
3
4
3 10
B 9
7 8
5| E { 3
— B
o = s |
i1
1| £ 4 AN ‘\
2] B 3 / \
13 5 i ‘x
14 p - \
15 D I T T T T T T T \\I T T
16 o) Lo Lo Lo Te) Lo Lo Lo o) Lo Lo
17 oW oW OO O O O— oW oM O & O O WD
o o oWn o oOwn 00 OO0 O O O — O
18 ol R R N e e Mg MNoag Mg Mag ™MNao ™Y oag
19 BN BN RN BN BN ENEN BN BN RN 8D
20 s — W= L= L Ly -~— L= LUr~— L~ LUy -=— L~ L
21 o o o T o o o o o o o
22 t
23
24
25 Datum / Zeit Millisekunden Zeitstempel
26 |15.08.2005 16:37:48 B5E 156.08.2005 16:37:48 B56
27 |16.08.2005 16:37:48 675 16.08.2005 16:37:48 675
28 |15.08.2005 16:37:50 87 15.08.2005 16:37:50 87
29 |15.08.2005 16:37:54 754 16.08.2005 16:37:54 754
30 |15.08.2005 16:37:.57 161 16.08.2005 16:37:57 161
31 |15.08.2005 16:358:01 128/16.08.2005 16:33:01 128
32 |15.08.2005 16:358:06 454 16.08.2005 16:358:06 454
33 |15.08.2005 16:358:13 B97 15.08.2005 15:38:13 697
34 |15.08.2005 16:338:13 65 15.03.2005 16:33:13 63
35 |15.08.2005 16:33:14 961/15.08.2005 16:35:14 951
36 |15.08.2005 16:38:15 55316.08.2005 16:38:15 553
37
l4 [4]» [M] Kommunikation % Pin0 ¢ Pin0(2) f 4]

Bereit
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Event display on an HTML Site

; ipEther.I0Box OCX Sample {Please enable ActiveX) - Microsoft Internet Explore o - |Elli|

Datei Bearbeiten  Ansicht  Faworiten  Extras 7 | i?;m

J Zukiick = \uJ - iﬂ \ELI f;\] ‘ "\.._"Suchen \:n\'_\/ Fawvaoriten @?‘ G- ‘1-' i‘s

Adresse I@ Ct\Programmelipcas GmbHiipcas Ethernet ProductsiIOBoSamplest Sources| IOBox Activelr ControliTest.html j

Wechseln zu |Links 2

[

©® 2002-2005 by fpeas CrnbH, Gennany

THIS S0FTWARE IS PROVIDED BY THE AUTHORS "AS 15" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, EUT HOT LIMITED TO, THE
IMPLIED WAREANTIES OF MERCHANTAEILITY AND FITHESS FOR & PARTICULAR PURP 0SE ARE DISCLAIMED, IH HO EVENT SHALL THE AUTHORS BE
LIAELE FOE. ANV DIREC T, NDIRECT, NCIDENTAL, SPECIAL , EXEMPLARY, OR CONSEQUENTIAL DAMAGES (MCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUESTITUTE GO0DE OF SERVICES; LOSS OF USE, DATA, OR PROFITS; OF BUSINES§ INTERRUP TION) HOWEVER CAUSED AND ON
ANY THEOEY OF LIABILITY, WHETHER I CONTEACT, STRICT LIABILITY, OR TORT (MCLUDING NEGLIGENCE OF 0 THERWISE) ARISIHG IM ANY WAY
OUT OF THE USE OF THIS S0FTWARE, EVEH IF ADVISED OF THE POSSIEILITY OF SUCH DAMAGE.

|Open| ‘Closel
=N ===

|IP |192.109.223.227
Status IMDn Aug 15 15:22:07 UTCHIZ200 2005 192.109.223.22Z7 Pin: 3 State: 0O ﬂ
|E‘irents |||Connected =

L

[&] Fertig [ [ [ [ [ arbetsplatz
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Windows Application

A small Windows.Forms application which based on the base-class.

[HipEther.I0Box - Sample

Device

IP 192.109.223.228

[l Device has Outputmodule

Command (try 7}

T —
alk !

k X

Counter Pattern Output

00000
00000
00000
00000
00000
00000
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8.3 OPC-Server

OPC means “OLE for Process Control“.It is a standard Software-Interface that
should make possible to exchange data for applications from different producers.

With the help of this technology, you can exchange data between different
automatisation systems without using different drivers. Thus it is possible to use
different visualisation systems or you can take hold with MS-Office to your
process data.

For the OPC server, the installation path is "C:\Programme\ipcas GmbH\ipcas
ipEther IOBox OPCServer\....." (optional, install it from the set-up CD)

The file “lOBoxConfigs.xml* is the configuration file that can be edited with a
simple “Editor”. In this file, you have to type all ipEther232.10 which should

work with the OPC-Server together.

P I0BoxConfigs.xml - Editor
Datei Bearbeiten Format  Ansicht 2

=101 %]

<Devices:
<Deyvice

<Device

</Devicess

Ki

<7xml wersion="1.0" encoding="utf-8" 7>

IPAddress="1592.100.223.227"
Mame="Device Mo. 1" Passwords=
Samplerate="10" Debounce="1"
TransmitRate="500" />

IPAddress="1592.10G,.223. 228"
Mame="Device Mo. 2" Passwords=
Samplerate="10" Debounce="1"
TransmitRate="500" />

The following parameters are available

IPAddress="192.109.223.227" IP-Address

Name="Device No. 1"
Password=""
SampleRate="10"
Debounce="1"
TransmitRate="500"
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With any OPC- Client (Version DA2.0/DA 3.0), you can convert the received
events as you wish, for example visualise, alert or save.

E’E Matrikon OPC Explorer - [Untitled*] =1o] x|
File Server Group Item Yiew Help
e mmb||lesxo@mt B|den s B
test Contents of 'test'
S Localhost "W TEST? Item ID | Access Path | Status | Walue | Timestamp | Qualit: |
=B ipcas.ipEther. I0Box . OPCServerDA. 1 mstest ope gerast, Counter, Counter 0 Aitive 5 23.08,2005 10:40:34 Good, nan-specific
423 est T test ope gerast.Counter, Counter 1 Active 19 23,08,2005 10:40:40 Good, non-specific
% Matrikon.OPC. Simulation. 1 ikest opc gerast.Counter, Counter 2 Active 1z 23.05.2005 10:40:36 Good, non-specific
F Netwark Neighborfood i best opc geraet.Counter, Counter 3 Active o #3.05.2005 10:37:53 Good, non-specific
Cther Metwork Computers . o
mEsbest ope gerast.Counter, Counter 4 Ackive 14 23.08.2005 10:40:41 Good, non-specific
Mkest opc gerast,Counter, Counter 5 Aikive & 23.08.200% 10:40:42 Good, non-specific
it best opc geraet.Pins PIN 0 Active 1] 23.05.2005 10:40:35 Good, non-specific
s best opc geraet.Pins PIN 1 Active -1 23.08,2005 10:40:40 Good, non-specific
W& test ope geraet,Pins PIN 2 Active o 23.08.2005 10:40:38 Good, non-specific
) kest opc gerast.Pins PIN 3 Active 1] 23.05.2005 10:37:53 Good, non-specific
s best opc geraet.Pins. PIN 4 Active -1 #3.08.2005 10:40:41 Good, non-specific
mEsbest ope geraet,Pins PIN S Active -1 23.08,2005 10:40:42 Good, non-specific
Wi test ope geraet,Statistics NumberOFConnects Active 1 23.08,2005 10:40:26 @ood, non-specific
s best opc geraet . Statistics MumberOfDisconnects Active 1] 23.05.2005 10:37:55 Good, non-specific
s best ope geraet. Statistics. MumberOFLostEvents Active o 23.08.2005 10:37:53 Good, non-specific
TEtest ope gerast,Statistics NumberOfLostMessages Active o 23.08,2005 10:37:53 Good, non-specific
masikest opc gerast, Statiskics,NumberOFTotalEvents Active 1 23,05,2005 10:40:42 Good, non-specific
s best ope geraet. Status, IsConnected Active -1 #3.05.2005 10:40:26 Good, non-specific

Server Info

Server: ipcas.ipEther I0Box, OPCServerDa, 1
Connected: Yes

State: Running

Groups: 1

Current Local Time: 23.08.2005 10:43:22
Last Local Update Time: 23,08,2005 10:40:42

| ® Matrikon

@ Free

DOWNLOAS

-
; _
Archiver _
Process Historian -
unlimited data
unlirmited tags

Group Info

Group: test
Connected {Async I;0): Yes (2.0)

Active: Yes

Items:; 18

Current Update Rate: 100 ms
Percent Deadband: 0,00%

& Matrikon We Make Connections

‘ Advising: D
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8.4 Pin allocation

ipEther232.10 with 6x 24 V DC inputs

Fin: 1 2 3 4 ] a] 7 g 9 10
ir .i ir i !.( ':
I i S | R S | i
; i b i Kanal-
i i ! . frennung
i (R :
i B B 800V
! P Pl ;
! i i ;
! P il :
! il P !
! fid i | :
I §i I i I"'\. F
lnput-Kanal: 1 2 a 4 5 B
Bit: 1] 1 2 3 4 5
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ipEther232.10 with 4x 24 V DC inputs and 2x relay output channels

L
L]
. [ ]

N W w ]
L T

i .

" ]
(.

2
z
E
g

Fir: 1 2 3 4 53 6 7 8 9 10
A& i & [Tia 4l o4l
i i P P i |saolation voltage
! | .
i i | sy
! ! | | i
! i | | | :
! [ 11 1 |
i i i P i Channel
; i ! | ! separation
! N v wiiw wi 500V
! .
i. i 0 | |
Input-Kanal: 1 2 3 4
Dutput-kanal: 1 2
Bit: o 1 2 3 4 5

You can find the interface allocation of the serial and Ethernet interface in
Chapter: 10.2 Pin allocation
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8.5 Technical Details for ipEther232.10

Hardware 6x digital input
e Table- or DIN Rail assembly
e 9V DCor24V DC or48, 60V DC power supply
e 10BaseT Ethernet Interface
¢ 6 digital input channels with reverse voltage protection
e Input voltage 0 to 24 DC Volt
Low level on < 5V ; High level on > 10V
Input current by 24V ca. 5mA per input channel
Input cycle 1 ... 255 ms
Input debouncing off / or 1 ... 15 fold scan cycle
Connection profile 0,08 ... 1,5 mm (AWG 28 ... 16)
Channel separation 500 V galvanic separately in three groups
e Galvanic separation 1.5 KV
e RS232 with 2400 up to 115200 Baud and 32 KByte data buffer
e LED state for RS232, LAN and the state of device
o LED state for all input channels

Hardware 4x digital input 2x digital output
e Table- or DIN Rail assembly
e 9V DCor24V DCor48, 60V DC power supply
e 10BaseT Ethernet Interface
¢ 4 digi tal input channels with reverse voltage protection
e Input voltage 0 to 24 DC Volt

Low level on <5V ; High level on > 10V
Input current by 24V ca. 5mA per input channel
Input cycle 1 ... 255 ms
Input debouncing off / or 1 ... 15 fold scan cycle
Connection profile 0,08 ... 1,5 mm (AWG 28 ... 16)
Channel separation 500 V galvanic separately in three groups

e Galvanic separation 1.5 KV
2 digital relay output channels

e Switching voltage 24V / 1A

e Switching cycles typ. 1.000.000 (24V/1A)

e Response time typ. 5 ms

e Connection profile 0,08 ... 1,5 mm (AWG 28 ... 16)
RS232 with 2400 up to 115200 Baud and 32 KByte data buffer
LED state for RS232, LAN and the state of device
LED state for all input and output channels
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Firmware

¢ Input — Scan cycle 1...255ms

e debouncing off / or 1..15fold scancyclic

¢ output switching cycles typ. 5 ms

e memory 50 Changes

e count value 6 * 32 Bit count value

e RS232 Transparent read / write via UDP

aprox. 32 kByte RS232 Data buffer

acquisition

¢ Bit Pattern
e Count value
e Event

transmission

e secured UDP transmission

cyclic or trigged event

max. 4 Clients (PC Connections) at the same time
password-protected access

documented plain language transmission (open interface)

Software
Installable Example program
e Example with Microsoft Excel
¢ Database application
(save the event in Access / SQL-Server or Oracle)
e Example with Windows User Interface
¢ Console-Programme
e Event display on HTML Page

Software Interfaces
¢ Windows.Forms Control
e OCX/ActiveX Control for the adoption in..
- own development
- Office Application
e OPC DA 2.0/ 3.0 in future
Delivery inclusive documented Source-Code in Microsoft .NET
MSDN compatible help-Files
Documented Ethernet Interface
Transparence access on the RS232 with
- Windows.Forms Control
- OCX/ActiveX Control

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 120 of 165




Further Technical Details

ipEther232.10

Interfaces

OEM Version

24V DC input channel, 2 x relay output channels 24V/1A

Desktop DIN-Rail Unit
> 1x RS232 SUB-D9 (RX / TX / GND)
> 6Xx 24V DC input channel or
4 x
> Isolation voltage: 1.5 KV
» Channel separation: 500 V (galvanic in three groups isolated)
» Input scan cycle: 1..255ms
> _Input debouncing: 1... 15 fold Scan cycle

1 x 10BaseT — RJ45 (for networks at 10/100 MBit/s)

Diagnostic LEDs

Power, System, Error,
6x digital I/O status,
RS232 Send/Receive
Ethernet Send/Receive/Link

+8-140r24VDC?

+8-14V DC - Input Jack

Voltage +8-14V DC - Input Jack Input Jack and 5V DC male header on board
3.5mm connector
Housing Plastic housing Plastic housing Without housing

Dimensions W/H/D

Approx. 45/108/73 mm

Approx. 45/108/73 mm

Approx. 100/20/70 mm

Operating / Storage temperature

5°C t055°C/-10°Cto70° C

Relative humidity

5 % to 90 % non-condensing

Standards CE
ipEther232.10
2)
Extelr:alljtl?czj\évg rvsxr():ply Without power supply Without power supply
put: (Optional) (Optional)

Scope of delivery

Output: + 9V DC

Configuration software,
Windows (NT, 2000, XP) driver,

Manual (German or English documentation)

6x Input 0202023-H
Order number 1x RS232 0202023 0202023-H24 0202023-OEM
0202023-H60
4x Input 0202024-H
Order number 2x Output 0202024 0202024-H24 0202024-OEM
1x RS232 0202024-H60

Y Further voltages on request

2 Delivery only at countries with 230 V AC 50Hz
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Chapter 9: Konfiguration von
ipEther232.Protokolldrucker (German Chapter)

== This Chapter is only for german speaking countries

9.1 Konfiguration von ipEther232.Protokolldrucker

Wie beschrieben werden von dem Konfigurationsprogramm alle Gerate im
eigenen Netzwerksegment gefunden.

Ein Doppelklick auf einen Eintrag 6ffnet den Detaildialog der aus acht Teilen
besteht.

®ipcas ipEther.Printer Properties 10.0.2250.21438

MALC |un_na_ae.1 1.22.33
IP |1 92 109,223,222
M ame |Maschine1

Service information. .. |

Ok | Apply Cancel

TCP/IP (Ethernet):

Hier finden sie die MAC-Adresse, IP-Adresse und den vergebenen Geratenamen
(Set Name) des ipEther232.Protokolldrucker.
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Service information:

Aufruf der Service Information/Status Seite wenn der

.ipcas.ipether.printer” -Dienst (Druckdatenerfassungssoftware) installiert wurde.
Weitere Informationen zu dem Dienst siehe Kapitel ,Serverdienst*

Zeigt fur jede Druckquelle (Gerat) den aktuellen Status (Online = true bedeutet
das Gerat ipEther232.Protokolldrucker ist eingeschaltet und Gber das Ethernet
erreichbar) und in welche Datei (Verzeichnispfad \ Dateiname) geschrieben wird.

calhost:8080,%SL - Microsoft Internet Explorer

Edit Yiew Fawvorites Tools Help

$=Bzck ~ = - ) it | Qhsearch [GelFavorites  fMedia o | By S5 = - e

Address @ http:f flocalhost: 3080 <50

192,109,223.222 ChvtmphoutputiMaschine 1
Y 2006420060504~
150750968 . dat

192.168.88.23
192.1658.88.24
192.168.88.25
192,168.88.26
192.109,223.221

[&] pone I_ I_ I_ (2R Local intranet 4
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Il-%a

Egipcas ipEther.Printer Properties 10.0.2294.16069 ﬂ
TCRAP Device Settings | Output| Log | Netfication | Devices | INetInfo | About |
— General
State Connected
Mame IMaschine'I
—Mode
Baud Rate IE.'-"EEIEI 'I
[ ata Bits IB vl
Parity INDne "I
Stop Bits I'I 'l
. The device does not require a receive
Fire and Forget L confirmation from the client.
Flow Contral " Mone f RTS ¢ DTR { Bath
— Timenuts
FixDr Timneaut 500 = mz
Character Timeout I 1] 5: ms
(] | Spply | Cancel I

General:

yotate“: Eine Ethernetverbindung (UDP — open) zu dem ipEther232.10 konnte
hergestellt werden und Sie kénnen mit der Konfiguration fortfahren. Konnte die
Ethernetverbindung nicht hergestellt werden, kdnnen Sie die Konfiguration nicht
andern. (Gerat nicht mehr erreichbar.)

.,Name*“: Der zu verwendende Geratename fir die lokale Konfiguration ist hier
einzutragen. Dieser ist zur Unterscheidung bei mehreren Geraten unbedingt zu
vergeben.

(Bitte nicht verwechseln mit dem Geratenamen fiir das Konfigurationstool)

Mode:

Baudrate, Databits, Parity und StopBits werden dem Kommunikationsverhalten
des seriellen Endgerates angepasst.

.Fire and Forget“: Es wird kein Ethernetpaket zur Bestatigung zurickgesendet.
Die seriellen Daten missen nicht zwischengespeichert werden. Schnelle UDP
Klartextlibertragung und kann daher bei zeitkritischen Protokollen / Daten
verwendet werden.

.Flow Control“: Konfiguration der Flusskontrolle

- None Keine Flusskontrolle (Modemsignale, Hardwarehandshake)
Fir die Flusskontrolle werden die Signale RTS oder DTR bendtigt die
den Druckprozess gegebenenfalls bremsen. Da die Daten schneller
gedruckt werden koénnen, als Uber das Ethernet (ibertragen. Ohne
Flusskontrolle kann es dadurch zu Datenverlusten kommen.
Der Treiber setzt in diesem Modus automatisch RTS und DTR.
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-RTS Wenn diese Option aktiviert ist, steuert ipEther232 den eingehenden
Datenfluss Uber das RTS-Signal gemaR dem Fiillstand des internen
Datenpuffers. (Das RTS-Signal wird gesetzt, wenn interner Puffer
kleiner 50% belegt. Das RTS-Signal wird zuriickgesetzt, wenn der
interne Puffer mehr als 90% gefullt ist.)

-DTR Wenn diese Option aktiviert ist, steuert ipEther232 den eingehenden
Datenfluss Uber das DTR-Signal gemaf dem Fiillstand des internen
Datenpuffers. (Das DTR-Signal wird gesetzt, wenn interner Puffer
kleiner 50% belegt. Das DTR-Signal wird zurlickgesetzt, wenn der
interne Puffer mehr als 90% gefullt ist.)

- Both Die Flusskontrolle kann iber RTS oder DTR erfolgen.

Timeouts:

,RxD Timeout“: Nach dem Empfang des ersten Bytes beginnt der Timeout -
Parameter zu laufen. Nach Ablauf dieser Zeit werden alle bis dahin empfangenen
Zeichen an den Server versendet. Dieser Wert darf nicht kleiner sein als die
bendétigte Laufzeit des UDP - Paketes im Ethernet zu dem Server.

».Character Timeout*: Die Daten werden versendet weil eine Liicke von xxx ms im
Datenstrom vorhanden ist. (O=deaktiviert)

Bei dem Empfang von seriellen Daten missen Ethernetblécke gebildet werden.
Daflr gibt es zwei Timeout - Parameter.

Total Read Timeout Total Read Timeout

Character Tirmeaout

L b LT TR

Nl RRaa ] [Rbata | \Data

Keine Ubertragung. L ¥ 1!:]
Licke izt zu klein. Senden Senden Senten

an PC an PC an PC
Ubertracung weil
"Total Titmeout"
abgelaufen ist.

Ubertragung weil die

Licke zvwischen den

Zeichen groszer als
"Char Timeout"

Ubertragung weil die

Licke zvwischen den

Zeichen groszer als
"Char Timeout"

Bei zeitkritischen Applikationen kann es notwendig sein, ein ,Feintuning®
vorzunehmen.
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[®ipcas ipEther.Printer Properties 10.0.2272.24777

— Location & Format

Fath |E:Htmp'xcuutput Browse |

Prewview |\Maschine1 WZO0BND3Z2Y
Create new i year " month
folder every
* day ™ hour
—Filez
kM ax. Gap between files I 5000 j ms

File Separatar sequence

|{FF?} P

— Timestamp each line

Line Separator I{LF} wr

Time Format |{El:yyyy-h-1h-1-dd hbcrornczs FEHHTHHT} >

L EEE

(] Spply Cancel

In diesen Dateien werden die empfangenen Druckdaten vom installierten Service
zu dem aktuellem Gerat (hier Maschine1) abgelegt.

Location & Format:

Hier kann ein existierender Pfad auf dem PC eingegeben werden, also z.B.:
C:\tmp\output, um die Output-Dateien in diesem Verzeichnis abzulegen.
Auswahl wann eine neue Logdatei angelegt werden soll.

(Logrotation: jahrlich, monatlich, taglich, stiindlich)

Files:

“Max. Gap between files“: wenn in diesem Zeitraum keine Daten empfangen
werden, wird eine neue Datei begonnen

.File Separator sequence®: wenn diese Sequenz im Datenstrom empfangen wird,
wird eine neue Datei begonnen. (erfordert Kenntnis der empfangenen Daten)
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Timestamp each line:
Einfligen eines Zeitstempels vor eine Zeile die mit einem bestimmten
Zeilenseparator - Zeichen abgeschlossen wurde.
(nur bei reinen textbasierenden Daten mdglich)

.Line Separator®: Darf nur ein Zeichen enthalten das den Zeilenumbruch
markiert, also z.B. nur {LF}
“Time Format®: Zeitstempelformat z.B.: {0:yyyy-MM-dd HH:mm:ss.fif{HT}HHT}
Das Ergebnis ware z.B.: \n2006-03-22 14:23:45.234\t\t

Die Ll Buttons 6ffnen ein Fenster, zum Auswahlen von Sequenzen von
Sonderzeichen, zum Einflgen an die aktuelle Cursorposition in dem aktuellem

Feld.

[ insert special character

Py

IMUL}
{S0H}
15T}
ET}
{EOT}
IENQ}
180K}
{BEL}
{BS}
HT}
iLF}
T}
1FF}
iCR}

POy _¥_¥_ ¥ ¥ ¥ ¥ ¥ ¥ ¥_ 3 ¥
= = Im"'ll'"l':'l._JEE':l}@

rdll

start of heading
start of bext

end of hext

end of fransmission
EnguUiny
acknowledge

bell

backzpace
hiorizontal tab

line feed, new line
werhical tab

farmn feed, new page
carnage return

Cancel
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[®ipcas ipEther.Printer Properties 10.0.2250.21438

TEF'.-"IF'I Device Settingsl Clutput §

Nu:utifiu:atiu:unl Devicesl INetlnfDI About I

— Location & Format

Path | C:\tmptiog
Prewvigw I\Maschine‘l W2006-03-01.log
Create new i year " month
folder every

* day ™ hour

Browse |

filenames i e,

Configure the location of log files. By selecting either one of
wear/month/day/haur the interval of log file creation and farmat af

(] Spply

Cancel

In diesen Lodfiles werden Meldungen vom installierten Service zu dem aktuellem

Gerat (hier Maschine1) abgelegt.

Location & Format:

Hier kann ein existierender Pfad auf dem PC eingegeben werden, also z.B.:
C:\tmp\log, um die Log-Dateien in diesem Verzeichnis abzulegen.

Zusatzlich kann ausgewahlt werden wann eine neue Logdatei angelegt werden
soll. (Neue Logdatei erstellen: jahrlich, monatlich, taglich, stiindlich)
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[®ipcas ipEther.Printer Properties 10.0.2250.21438

TEF'.-"IF'I Device Settingsl Dutputl Log

M otific:aticin | Devicesl et Infu:ul About I

—Mode

{~ Disabled [no notification)
' Matific:ation via email [configure)

™ Maotification via external application [configure)

Canfigure |

Optionally zet a natification application. [F pou zelect email or external
application you have ta confiqure therm. For emall notification pou have to
additionally edit the email zerver properties in the file Sendhaill.exe. config

in wour installation directan.

— Timeaout

I 0 3: minutes
I 10 3: seconds

Enter time within which data has to be received. If no data iz received in
the given timerange, the configured notification application is tiggered.

(] Apply Cancel

Eine Benachrichtigung ist bei folgenden Ereignissen vorgesehen:

Ereignis 0

Status 0 - disconnected
Status 1 - connected

Ereignis 1 InformationLost - Nutzdaten sind verloren gegangen

Ereignis 2

Status 1 - Nutzdaten sind verloren gegangen

keine Daten empfangen

Connected - Verbindung zum Gerat wurde aufgebaut

DeadmanTimeout - wahrend eingestelltem Deadmantimeout wurden

Status 1 - wahrend eingestelltem Deadmantimeout wurden kein

Daten empfangen

Mode:
,Disabled“: Keine Benachrichtigung bei Ereignissen

.Notification via email“: Eigener Konfigurationsdialog zum Einrichten von einem
Mailclient zum versenden von E-Mails (Tool: Sendmail.exe ;
Mailserverkonfiguration wird lokal in der XML-Datei SendMail.exe.config
gespeichert).
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Bild bitte mit zwei E-Mail Empfangern

ﬂgtunﬁgure email notification x|
STP-Server: |mailsewer. wourdomnain
Uzernarne: |username
Pazswaord Ixxxxxxxxx
Fram: Isender@yuurdumain.cnm
To Irecipient'l Eyourdomain. com;recipient Eyourdomain, com
Subject: IN-::tifin:atiu:un for Devicel
Test: ip: 1P}

name: {Name}

reasar: {ReasonSting)
reazonid: {ReazoniD}
shate: {State}

Parameters: I {State}

OF. | Cancel

SMTP-Server, Username und Password sind Serverangaben um dber einen
Mailserver die E-Mails zu versenden.

From, To, Subject sind Absender, Empfanger (mehrere Empfanger durch
Semikolon getrennt) und Subjekt der Email.

Es kénnen ein freier Text folgende Parameter und Gbermittelt werden:

IP IP-Adresse des Gerates
Name Der vergebene Geratename
ReasonString Ereignistext warum benachrichtigt wurde
ReasonlID Nummer des Ereignisses
State Status der aktuellen Meldung (des Ereignisses)
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.Notification via external application®: Konfigurationsdialog zum Einrichten von
einer eigenen Kommunikations-Applikation (*.exe) und optionaler
Kommandozeilen Parameteribergabe.

[1¥ Configure custom notification x|

Select custom notification application:

|E:"~S ender. exe Browse |

Optional arguments:

|-test {IF}

Parameters: I {IF} j Inzert |

Cancel

Timeout:

Wenn in der angegebenen Zeit keine Daten empfangen werden, und die
Benachrichtigungsfunktion nicht ausgeschaltet ist, dann wird die
Ereignisbenachrichtigung ausgeldst. (DeadmanTimeout Minimum 1 Sekunde)
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[®ipcas ipEther.Printer Properties 10.0.2250.21438

TEF'.-"IF'I Device Settingsl Dutputl Log | Matific:ation

— Lizt of configured devices

IP | M ame
192.109.223.222 M azchinel
Delete

Thiz list iz supposed ta give an overview of configured devices and to
delete devices from the list which should be no more accessed by thiz
zervice of which have simply been remaved physically.

(] Apply Cancel

Devices:
Liste aller konfigurierten Gerate aus dem lokalem XML Konfigurationsfile, von

allen hier gelisteten Geraten werden Daten gesammelt.
Méglichkeit ein Gerat aus der Konfiguration zu entfernen wenn dieses nicht mehr

erforderlich ist.
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[®ipcas ipEther.Printer Properties 10.0.2250.21438

TEF'.-"IF'I Device Settingsl Dutputl Log | Notification | Devices |

— Trace Route

Tracing route to 192 109,223,222 aver a maximunn of 30 hops d
1 <10me <10ms <10ms 192109223222
Trace complete.

4 of

—Ping
Pinging 192.109.223.222 with 32 bytes of data: d
Reply from 192 109.223. 222 butes=32 time=31ms TTL=128
Reply from 192 109.223.222; butes=32 time<10ms TTL=128
Reply from 192, 109.223.222: butes=32 time<10ms TTL=128
Reply from 192, 109.223. 222 butes=32 time<10ms TTL=128
Ping statistics for 192.109.223. 222
Packets: Sent = 4, Received = 4, Lozt = 0 [0% loss),
Approximate round tip times in milli-seconds:
Minimum = Oms, Masimum = 31ms, Average = 7z

4 of
Start |

(] | Apply | Cancel |

Traceroute

Uber Traceroute kann man sich den Datenweg zwischen zwei Servern im
Internet anzeigen lassen. Traceroute listet alle Server auf, die zwischen dem
jeweiligen Traceroute-Server und der Zieladresse liegen.

Ping

Ping ist eine Anwendung des ICMP (Internet Control Message Protocol RFC
792). Dieses Protokoll (das auch Bestandteil des IP-Protokolls ist) Gbertragt
verschiedene Verwaltungsinformationen und lasst sich deswegen auch zur
Fehlerdiagnose einsetzen. Trifft dieses Ping-Signal auf ein Objekt, kann dessen
Reflexion (Echo) wieder vom entsprechenden Sender empfangen werden. So
kann Ping ermitteln, ob die angesprochene IP-Adresse aktiv ist (ob eine
Verbindung aufgebaut werden kann) und wie schnell diese ist.

Der Ping kann auch manuell ausgefiihrt werden wenn man wie folgt vorgeht.
Unter Windows Betriebssystemen gibt man hierfir in der Eingabeaufforderung
den Befehl ,ping IP-Adresse* ein.

Unter Linux Betriebssystemen gibt man hierfiir den in der Kommandozeile den
Befehl ,ping —s 32 IP-Adresse” ein.

Unter Solaris Betriebssystemen gibt man hierfir den in der Kommandozeile den
Befehl ,ping —s IP-Adresse 32 ein.
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[®ipcas ipEther.Printer Properties 10.0.2250.2143

HE

ipEther.Printer
Configuration Plugin
Version 12
20.01.2006
ipcas GmbH, Erlangen

L

ipcas... \ipEther232
nterface Conversion:

The System House of Gocal T=Sanvices R5232/RS5485 <-> Ethernsat

k. Apply Cancel

About

Informationsseite
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9.2 Der Serverdienst

Die Druckdatenerfassungssoftware ,ipcas.EthernetPrinter.Setup.msi“ muss
zusatzlich zu dem Konfigurationstool installiert werden.

Wenn die Konfiguration eines ipEther232.Protokollduckers geandert wird, startet
der Dienst automatisch neu, um die verénderte Konfiguration zu verwenden.

Der aktuelle Status des Dienstes ,ipcas.ipether.printer kann in der
Eigenschaftsseite (TCP/IP unter Service Information) von dem
ipEther232.Protokollducker eingesehen werden.

Dieser Dienst ,ipcas.ipether.printer kann unter ,Rechtsklick auf den Arbeitsplatz
-> Verwalten -> Dienste und Anwendungen -> Dienste* gestoppt werden.

Unter ,Start -> Einstellungen -> Systemsteuerung -> Software® kann der Dienst
und das Konfigurationstool deinstalliert werden.
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9.3 Steckerbelegung

Fir die Verbindung der Protokolldruckerschnittstelle mit dem
ipEther232.Protokolldrucker werden Anschlusskabel bendtigt.

Zum Anschluss einer seriellen Protokolldruckerschnittstelle
(9 pol. oder 25 pol.) wird folgender Kabelsatz mitgeliefert:

Serielles Kabel DB9 Buchse auf DB9 Buchse 3m

..... \\\ s \\\\
My '

«F ) W)

Adapter DB25 Buchse auf DB9 Stecker
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Zum Anschluss einer parallelen Protokolldruckerschnittstelle wird optional
folgender Kabelsatz mitgeliefert:

Serielles Kabel DB9 Buchse auf DB25 Stecker 3m
Seriell-parallel Konverter
Gender-Changer 36pol. Centronics Buchse auf Buchse

Die Grundeinstellung des parallel-seriell Wandlers
darf nicht verandert werden.
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9.4 Technische Details fur ipEther232.Protokolldrucker

Fir die Flusskontrolle werden die Signale RTS und DTR bendtigt die den
[[%’ Druckprozess gegebenenfalls bremsen. (Die Daten kénnen schneller gedruckt
werden, als Uber das Ethernet Ubertragen.)

Mindestanforderung an den Server:

- Windows NT4, 2000, XP, 2003
- CPU: 1000MHz

- 512MB RAM

- 1GB freier Festplattenspeicher
- 4x CD-ROM

Weitere Technische Details

ipEther232.Protokolldrucker Hutschienengerat
1 x RS232 oder 1x parallel
»  Baudrate: 2.400 bis 115.200 baud
. »  Parity: None, Even, Odd, Mark, Space
Schnittstellen >  Data: 8 Bits
»  Stop: 1 oder 2 Bits

1 x 10BaseT — RJ45 (kann in Netzwerken mit 10/100 MBit/s betrieben werden)
Power, System, Error,
Diagnose-LEDs RS232 Send/Receive,
Ethernet Send/Receive/Link
+ 8- 14 oder 24 V DC oder 60 V DC ”

Spannungsversorgung Rundbuchse und

3,5mm Buchsenleiste
Gehause Kunststoffgehause
Abmessungen B/H/T Ca. 45/108/73 mm
Betriebs- / Lagertemperatur 5° C bis 55° C /-10° C bis 70° C
Rel. Feuchte 5 % bis 90 % nicht kondensierend
Normen CE

ipEther232.Protokolldrucker
mit Kabelsatz fiir Serielle oder Parallele Schnittstelle
Ohne Netzteil (Optional)
Konfigurationssoftware,
Treiber fur Windows (NT, 2000, XP),
Handbuch (Deutsch oder Englisch)
0202025-H
Seriell 0202025-H24
0202025-H60
0202026-H
Parallel 0202026-H24
0202026-H60

Lieferumfang

Bestellnummer

1) Andere Spannungen auf Anfrage
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Chapter 10: General technical details

10.1 Technical Data

Constructional execution

Housing

Dimensions

Weight:
Desktop
DIN-Rail-Unit
External power supply

Supply voltage
Desktop
DIN-Rail-Unit -H24
DIN-Rail-Unit -H60

Capacity
Desktop
DIN-Rail-Unit -H24
DIN-Rail-Unit -H60

External power supply 1
Alternating voltage
Direct voltage
Operating temperature
Relative humidity

External power supply 2
AC-voltage
DC-voltage
Operating temperature
Relative humidity

Protection class
Galvanic Separation

Thermal shock tests

Recommended operating temperature
Limit temperature while operating
Store- and Transport temperature

Relative humidity

Serial Interface
Socket
Pin allocation
Options
Baud rate
Parity
Databits
Stopbits
Cabel length in the office

At RS485

Ethernet Interface
Socket
TCP/IP

Display

Firmware

Driver

Standards

Subject to change without prior notice

Plastic
see Dimensions

Approx. 150 g
Approx. 180 g
Approx. 180 g

(AC — Versions on request)
9VDC (8-14VDC=5%)
24V DC (18-36V DC £5 %)
60V DC (18—-72V DC + 5 %)

Rated voltage (typical value)
9VDC 80mA ca.08W
24V DC 60mA ca. 1,44 W
60VDC 40mA ca.24W

230 V AC 50 Hz approx. 6,3 VA
9V DC approx. 2,25 VA

0°C to +40°C

5 % to 90 % non condensing

100 /240 V AC 50/ 60 Hz approx. 12,6 VA
9V DC approx. 8,1 VA

0°C to +40°C

5 % to 90 % non condensing

I/ 111" (Protection insulation, Protection separation)
1,5 KV

+10°C to +50°C

+5°C to +55°C

-10°C to +70°C

5 % to 90 % non condensing

9-pin Sub-D connector full RS232
see Pin allocation

2400 to 115200 Baud

None, Even, Odd, Mark, Space

7 or 8 Bits (Exception 7N1)

1 or 2 Bits

RS232 up to 10 m

RS485 up to 500m

2 / 4 wire solution

Transmit signals optionally insertable (RTS or CTS)

10BaseT
RJ45
UDP Port 3497, ICMP, ARP

Power, System, Error, Link,
EthRxD, EthTxd

Rs232 RxD, TxD
Updateable

Setup & Configuration tool
for Windows NT4 /2000 / XP
.Net Framework 1.1

EN 55022/1998
EN 50082-2/1997
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10.2 Pin allocation

SERIAL PORT |Pin ”Direction ||Description |
ggéséoacrigc(tl\g(r)?feerrnn)al e) | 1 || OUTPUT || DCD Data Carrier Detect |
2 [ouTPUT [RXD Receive Data |
3 I[INPUT [TXD Transmit Data |
esess e 4 [INPUT [DTR Data Terminal Ready |
— 5| [oND Ground |
6 [ouTPUT [DSR Data Set Ready |
7 I[INPUT [RTS Request To Send |
8 [ouTPUT |CTS Clear To Send |
E [ouTPUT (Rl Ring Indicator |
SERIAL PORT |Pin ”Direction ||Description |
ggée’éoazic(gﬁr?nﬁ;g) 1 [INPUT [DCD  Data Carrier Detect |
2 [INPUT |[RXD Receive Data |
| f 3 [ouTPUT [TXD Transmit Data |
seens 4 [ouTPUT [DTR Data Terminal Ready |
%\i tE R
5 7] |5 ” ||GND Ground |
6 [INPUT [DSR Data Set Ready |
|7 ||OUTPUT ||RTS Request To Send |
8 [INPUT |[cTS Clear To Send |
E [INPUT (Rl Ring Indicator |
SERIAL PORT |Pin ||Direction ||Description |
RS232 DTE (Computer) |1 ” ”NC |
DB9 plug
for ipEther232.10 |2 || INPUT ||RXD Receive Data |
| * 3 [ouTPUT [TXD Transmit Data |
- t |4 ” ” NC |
- e E
0 = |5 || ”GND mass |
. I |
] I |
T I |
. I |
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SERIAL PORT

a8 |Pin ”Direction ||Description |
RS485
DB9 Connector (male |1 ” ”NC |
(male) 2 [ouTPUT || Transmit Data+ |
| ' 3 [ouTPUT || Transmit Data- |
!.II-’I*I'#'; ] |4 ” ” NC |
5 ] |5 || ”GND Masse |
6 [INPUT [Receive Data+ |
|7 || INPUT || Receive Data- |
I INC |
o | INC |
Ethernet Connector |Pin ||Direction ||Description |
RJ45
| 1 ” TX+ ” Transmit Data+ |
2 [T [ Transmit Data- |
1 & |3 || RX+ || Receive Data+ |
] ] [ic |
5| e |
|6 ” RX- ” Receive Data- |
] [ic |
] [ic |
DCF77 PORT |Pin ”Direction ||Description |
DB9 Connector (male) |1 ” ”NC |
z_| = |
e B e |
(NN ]
— 4| INC |
5 I [GND Ground |
I INc |
|7 [INPUT | Signal Antenna |
I INC |
9 VCC Antenna
| | || |
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10.3 RS232 Connection Cable

Whichever device is used, you have to choose the complying connection cable.
From the following graphics, you can extract the information to your needed

connection cable.
(also shown at Chapter Pin Allocation)
For ipEther232 and ipEther232.PPP "DTE-Device"

For ipEther232.Modem "DCE-Device"

Modem Cable - Straight Cable DBY to DBY

DTE Device (Computer) DB9S D;I;EnggiDESCE DiCE Device (Modem) DBS
Pin# DBS  RS-232 Signal Mames Signal Direction Pin# DBS  RS-232 Signal Names
#1 Carrier Detector (DD cD 43: #1 Carrier Detectar (DCDN CD
#2 Receive Data (Fx) RD Q:/ #2 Receive Data (Fx) RD
#3 Transmit Data (Tx) D — #3 Transmit Data (Tx) TD
#4 Data Terminal Ready DTR ﬁ #4 Data Terminal Ready DTR
#S Signal GroundiZamimon [SE) GO [ | X5 Signal GroundiCommon (5G] GO
#6 Data Set Ready DR — #6 Data Set Ready DER
#7 Request to Send RTS ':{} #7 Request to Send RTS
#8 Clear to Send CTS — #8 Clear to Send CTS
#9 Ring Indicstar Rl Q: #3 Ring Indicator Rl
Soldered to DBS Metal - Shield FRD Soldered to DBS Metal - Shield FoRD
Modem to Modem Cable - Crossover Cable DBY to DB9

DCE Device (Modem)  DB9 DEDEHE%ESC E DCE Device (Modem) DBYO

Fimg DBQ  RS-232 Signal Mames Signal Direction Ping DBQ  RS-232 Signal Mames
#1 Carrier Detectar (DCD0 cD #1 Carrier Detectar (DCD) CD
#2 Receive Data (Rx) RD #2 Receive Data (Rx) RD
#3 Transmit Data (Tx) D m #3 Transmit Data (Tx) L[E
#4 Data Terminal Ready OTR #4 Data Terminal Resacdy DTR
#5 Signal GroundiZamman (=) GHD #5 Signal GroundiCommon (=G GHD
#6 Data Set Ready DSR #6 Data Set Ready DSR
#7 Reguest to Send RTS ﬁ #7 Reguest to Send RTS
#8 Clear to Send CTS #3 Clear to Send CTS
#3 Ring Indicator Rl #3 Ring Indicatar Rl
Soldered to DBI Metal - Shield FaMND| —=—-. | Soldered to DB3 Metal - Shield FoRD
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The two standard configurations of null modem cable:

MNull Modem Cable - Crossover Cahle DB9 to DB9

DTE Device (Computer) B9 D-EEnte?tinE]sTE
Fing DB  RS-232 Signal Mames Signal Direction
#1 Carrier Detectar (DCD) D
#2 Receive Data (RFx) RD
#3 Tranzmit Data (Tx) TD
#4 Data Terminal Ready DTR
#5 Signal GroundiCommon (S5G) GMD
#E Data Set Ready DSR
#7 Reguest to Send RT=
#5 Clear to Send CTS Qx
#9 Ring Indicator Rl
Soldered to DB Metal - Shield FEpD | e———.

Mull Modem Cable - Crossover Cahle DB9 to DB9

DTE Device (CompLter)

DB9

DTE to DTE

Connections

Ping DES

F=-232 Signal Mames

Zignal Direction

#1 Carrier Detectar (DCD0 D
#2 Receive Data (Fx) RD
#3 Transmit Data (Tx) D
#4 Data Terminal Ready DTR
#5 Signal GroundiCommon (50 EMD
#6 Data Set Ready DSR
#7 Reguest to Send RTS
#8 Clear to Send CTS
#3 Ring Indicator Rl
Soldered to DBI Metal - Shield FmD

CTE Device (Computer]) B9
Fing DB  RS-232 Signal Mames
#1 Carrier Detectar (DCDN cD
#2 Receive Data (Rx) RO
#3 Tranzmit Data (Tx) TD
#4 Data Terminal Ready DTR
#2 Signal GroundfiZomman (23 GHD
#E Data Set Ready DSR
#7 Reqguest to Send RTS
#5 Clear to Send CTS
#9 Ring Indicator Rl
Saldered to DES Metal - Shield FaMD

CTE Device (Computer] B9
Firg DBQ  RS-232 Signal Mames
#1 Carrier Detectar (DCDN CD
#2 Receive Data (Fx) RO
#3 Transmit Data (Tx) D
#4 Data Terminal Feady DTR
#5 Signal GroundiCamman (S GHD
#E6 Data Set Ready DSR
#7 Reguest to Send RTS
#5 Clear to Send CTS
#3 Ring Indicator Rl
Soldered to DBI Metal - Shield FGRD
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ipEther V2.1 Pin allocation:
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J1: LAN-Interface

1 | TX+ 3 |RX+

2 |TX- 6 |RX-

J4: RS232- /| RS485-Interface

1 CD/- 6 |DSR/RX+

2 |RXD/TX+ 7 |RTS/RX-

3 |TXD/TX- 8 |CTS/-

4 |DTR/- 9 |RI/-

5 | GND/GND

J6: LAN-Interface (OEM)

1 | TX+ 3 |RX+

2 |TX- 4 |RX-

J7: LED-Interface (OEM)

1 +5V 6 |LED_LAN_RXD
2 |LED POWER 7 |LED LAN TXD
3 |LED _SYSTEM 8 |LED SYSTEM2
4 |LED_COM_TXD 9 |LED LAN_LINK
5 |LED_COM _RXD 10 | GND

J8: Module-Interface  (RS232 / RS485| SNTP)

1 CD 6 |[RTS / RX- |Antenna
2 |DSR [/ RX+ 7 |[TXD [/ TX-

3 |RXD [/ TX+ 8 |DTR

4 |CTS 9 |DTR TTL Antenna Loopback
5 |RI VCC Antenna

J9: Module-Interface (RS232/RS485| SNTP)

1 +5V +5V 6 |CTS_TTL

2 |GND GND 7 |RLTTL

3 |CD TTL SCL 8 |RTS TTL Antenna
4 |DSR _TTL SDA 9 |TXD_TTL

5 |RXD _TTL

J10: RS232- / RS485-Interface (OEM)

1 CD/- 6 |CTS/-

2 |DSR/RX+ 7 |DTR/-

3 |RXD/TX+ 8 |RI/-

4 |RTS/RX- 9 |GND

5 |TXD/TX- 10 | n/c

JP6: Supply voltage input (OEM)

1 |GND |2 |Vin+ (8 — 14 VDC)

JP7: 5V Supply voltage input (OEM)

1 |GND 2 [+5V
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10.5 Pin allocation for ipEther232 mainboard v3.1
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ipEther232 V3.1 with RS232 without Socket for a bus driver module

o pDe oL

ot od (oo 1o} B5d

ST

L
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Q
Q
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Q0o

FB2022
0233B

H

J1: LAN-Interface RJ45

TX+

TX-

RX+

RX-

O INOAA[P|WIN|—

J4: SUB D9 connector with RS232

CD

RXD

TXD

DTR

GND

DSR

RTS

CTS

OO (N[O |B|WIN|=

RI
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J5: internal LAN-Interface (OEM)

1

X+

TX-

RX+

2
3
4

RX-

J6: LED-Interface (OEM)

+5V

LED_POWER

LED_SYSTEM

LED_COM_TXD

LED_COM _RXD

LED LAN RXD

LED LAN TXD

LED_SYSTEM2

LED LAN LINK

2O (N[O |BR|WIN|=

GND

J7: internal RS232 connector (OEM)

CD

DSR

RXD

RTS

TXD

CTS

DTR

RI

GND

2O (N[O |BR|WIN|=

J11:

Supply voltage input (OEM)

1-2

GND

3-4

Vin+ (8 — 14 VDC)

J12:

5V Supply voltage input (OEM)

1-2

GND

+5V

Subject to change without prior notice

Last Change 05.11.14

Data Respons GmbH

ipEther232 V12.6

Page 148 of 165




ipEther232 V3.1 with RS232 with Socket for a bus driver module

S m
o ™M
o™ ™
m ™
I-I-D

H

J1: LAN-Interface RJ45

1 | TX+

2 |TX-

3 |RX+

4 |-

5 -

6 |RX-

7 -

8 -

J4: SUB D9 connector (allocation dependent from used bus driver module)
RS232 RS485 DCF77 / GPS RS232 for ipEther232.10

1 |CD - -

2 |RXD TX+ RX GPS

3 |TXD TX- TX GPS

4 |DTR - + 5V

5 |GND GND/GND GND

6 |DSR RX+ -

7 |RTS RX- -

8 |CTS - -

9 |RI - PPS
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J5: internal LAN-Interface (OEM)

1

X+

TX-

RX+

2
3
4

RX-

J6: LED-Interface (OEM)

+5V

LED_POWER

LED_SYSTEM

LED_COM_TXD

LED_COM _RXD

LED LAN RXD

LED LAN TXD

LED_SYSTEM2

LED LAN LINK

2O (N[O |BR|WIN|=

GND

J7: internal connector (allocation dependent from used bus driver module)

RS232 RS485 DCF77 / GPS RS232 for ipEther232.10
1 |CD - - -
2 |DSR TX+ RXD GPS RXD
3 |RXD TX- TXD GPS TXD
4 |RTS - + 5V -
5 |TXD GND/GND GND GND
6 |CTS RX+ - -
7 |DTR RX- - -
8 |RI - - -
9 |GND - PPS -
10 |- - - -

J8: internal module connector (allocation dependent from used bus driver modul)

internal usage for bus driver module

J9: internal module connector (allocation dependent from used bus driver modul)

internal usage for bus driver module

J11: Supply voltage input

1-2

GND

34

Vin+ (8 — 14 VDC)

J12: 5V Supply voltage input

1-2

GND

34

+5V

Subject to change without prior notice

Last Change 05.11.14

Data Respons GmbH

ipEther232 V12.6

Page 150 of 165



10.6 Power supply modules
(18-36 V DC or 18-72 V DC with reverse voltage protection)
(AC — Versions on request)

Remove all 4 jumpers (JP6 & JP7) and mount
power supply module with spacer sleeve and
mounting screw.
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10.7 RS232 Module

[}
(Y

ipEther and this module are described in the
ipEther232 manual and are only mentioned here to
complete the picture.

-
-
=
-l
~
=
-
-

No adjustment options available.

10.8 RS232.Modem Module

ipEther232.Modem is described in this manual
together with this module.

oy

No adjustment options available.

TIIIIIIIII
RN

-
-
-
-
>
-
-
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10.9 RS485 Module

With this module, ipEther232 is covered in this manual for ipEther232 with RS485
interface (here only mentioned for completeness).

The RS485 sender can either be used in continuous operation, e.g. for point-to-
point connections, or it may be called by the software. These options are set via
solder - jumper.

The default configuration at ipEther232 is sender switch on with RTS, at
ipEther232.Modem it is sender switch on with CTS.

[
Fl -
-
“
"
L
|
'
:‘

PERM

g

TERM

bow
Function Br.1 (Br.2 |[Br.3
Switch on sender with RTS X - -
Switch on sender with CTS - X -
Switch on sender for continuous use - - X
Function Br.4 |Br.5
2 wire solution X X
4 wire solution - -
Function Br.6 |Br.7 |Br.8
Termination - X -
Term. with Pull UP / DOWN X X X

X = closed
- =open
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10.10 RS485 as a 2 wire solution

A closing of the cables with termination-networks is needed at RS485-
connections to force the silence level on the bus system while no data transmitter
is active. This termination network will be set with the Jumper 6, 7 and 8.

VCC T Y—

T R13900Q

RX+
TX+ l .

" R22200
RX- ‘ RX-
TX- J " R3390 0 X

Please take the pin allocation from the chapter Pin allocation
Please take the Jumper configuration from the chapter RS485 Module

10.11 DCF77 Module

RX+

TX+

With this DCF77 Module, the ipNTP with DCF77-
Antenna is the subject of the description.

No adjustment options available.

With this GPS / DCF77 Module, the ipNTP with
DCF77- or GPS-Antenna is the subject of the
description.

No adjustment options available.
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10.13 I/O Module 6x input

This 6x 24V DC Input Module is the subject of the ipEther232.10 description. The
module contains an internal state LED per each I/O channel for a “faster” diagnosis.

No adjustment options available.

Wou can see the pin allocation in the chapter ipEther232.10 — pin allocation

10.14 1/O Module 4x input and 2x output

This 4x 24V DC Input and 2x relay output module is the subject of the ipEther232.10
description. The module contains an internal state LED per each I/O channel for a
“faster” diagnose.

No adjustment options available.

You can see the pin allocation in the chapter ipEther232.10 — Pin allocation
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Diagnosis panel with 8 LEDs :
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10.15 Dimensions

7008 reac ipEther232 (OEM V1)

Page 1

- Page.
For: Created by:
St. Change Date Name Orig.
Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 156 of 165




POUYER
Wid THD
Lar T
ERROR

Cyipcas

www lpcar de

iy

——

SYSTEM
Fr D2
R LAN

LIMNE L&

Tl Cal Dl Cal)

ol

P Ty fe, T,

cifsd

N1

[-]
24
RE et

102,15

i

- |

—
—/
—
 m—
—

.z

Se,ET

:
;

F3.23

Klommerbefestlgung
flr 32 mm
IIMN-Trageschlens

10

45

A0

Ivarwandungsbereichl

IZul, &bl [Jberfl] |Mafistab 11 |Gewicht]

Werk=zterf, Halbzenql
Rnhteil-Hr
Madell- ader Gezenk-Hr|

Dztum

Hame

Bearh.|27.10.02 | Dstapovski

Gepr. [ZEN0Z [Ostapovell]  [pETher 7217 Hufschiene

Narm

Blarr

1.4-1002

BlAFFer

Zust

A nderung

Diatum

Namg Ursprung

Ersatz Fllr; [ Erzatz durch:

Subject to change without prior notice

Last Change 05.11.14

Data Respons GmbH

ipEther232 V12.6

Page 157 of 165



11

' % 1
]
S (. N N,

POVYER |77 SvETEM
W24 THD [ X I R¥D w24 25
LaM T £ o ReLAN
ERROR [ JLINK LAN
v 108,152
e i
el i)
o3 ||
N 2
o
ﬂ ;
=
Cipcas 23
U.IEU.I ipeas.de EE' Ve

28,9965
- 73,25 -
28,995
fAnderungen verkeholten
|'verwendungshereichl| [Ful. Bbw [Aberfl] |Mafistab 14 | [Gewicht]
Werkstoff, Halbzeugl
Rabifeil -Me
Madell- pder Gesenk-Nrl
Datum Mame
Bearb.[H1112 | Ostapowski ) ) o
Gepr. [ILMAZ_[Ostapowsh]  [pETher 737 Tischgeraf
Norm
Blatt
Blatter
Zust]  Anderung Datum |Mamg Ursprung Ersatz fiir: [ Ersatz durch:
Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 158 of 165



10.16 Statement of EEC Compliance

With respect to the product specified below

ipEther232

it is hereby confirmed that it complies with the main specifications laid down in
the Council Guidelines on Harmonizing the Statutory Regulations of the Member
States for Electromagnetic Compatibility (89/336/EWG).

Any changes to the Channel Switch not authorized by this company invalidates
this declaration.

The evaluation of this product for electromagnetic compatibility was carried out in
accordance with the following standards:

EN 55022/1998
EN 50082-2/1997

Place/Date/Manufacturer's Signature: Erlangen, 09.04.2002
Title of the undersigned: Managing director, Dipl.-Ing. Suganda Sutiono

5 Sbir

Subject to change without prior notice Last Change 05.11.14

Data Respons GmbH ipEther232 V12.6 Page 159 of 165




Statement of EEC Compliance

With respect to the product specified below

ipEther232 v3.1

it is hereby confirmed that it complies with the main specifications laid down in
the Council Guidelines on Harmonizing the Statutory Regulations of the Member
States for Electromagnetic Compatibility (EMC) (89/336/EWG).

Any changes to the Channel Switch not authorized by this company invalidates
this declaration.

The evaluation of this product for electromagnetic compatibility was carried out in
accordance with the following standards:

European standards (for CE):

EN/IEC 60950-1:2001 Standard for safety

UL9%4 V-0 Fire protection classification

EN 55022 (Class A) Standard radio disturbance characteristics

EN 55024 Standard immunity characteristics

EN61000-3-2 Harmonic current emmisions

EN61000-3-3 Voltage fluctaion and flicker

EN61000-4-2 Electrostatic discharge

EN61000-4-3 Raido-frequency electromagnetic field

EN61000-4-4 Electrical fast transient / burst

EN61000-4-5 Surge

EN61000-4-6 Conducted disturbances induced by raido-
frequency field

EN61000-4-8 Magnetic Field

EN61000-4-11 Voltage Drips

North American standards (fir FCC):

ANSI C63.4 (2001)
FCC 47 CFR Part 15 Subpart B Class B

Place/Date/ Manufacturer's Signature: Erlangen, 30.07.2006
Title of the undersigned: Managing director, Dipl.-Ing. Suganda Sutiono
- M o
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10.17 FAQ'’s

1. General: Do | have to configure the IP address (Virtual Com Port) on each
workstation when configuring the Ethernet Converter?
No, only at first installation, the IP of the Serial Ethernet Converter needs to
be configured. For any further workstation however you still have to install
the Virtual COM Port driver. The IP Address has to remain the same to
ensure that all COM Ports already installed work properly.

2. General: Does ipEther232 function over routers?
Yes, but for the first configuration, you have to connect the Ethernet-
Converter to the own Subnet. Then, you may also have Router access over
the Configuration Tool (Add Device manually).

3. General: Where can | configure the "subnet mask"?
That is not necessary because the Virtual COM-Port driver uses the
Network-environment standard gateway and subnet mask.

4. General: Is alternately used mode RS232/485 possible? How does one switch
between RS232 and RS485? Do the two modes run over the same DB9
Port?
Alternatively, it is not to be switched between these modes. RS232 and
RS485 have different bus drivers within the devices. But there are separate
devices and order numbers.

5. General: How many ipEther232 can be managed with one workstation?
Up to 254 Seral-Ethernet converter (256 Com-Ports are possible but Com1
and Com2 are physically already present).

6. General: Why isn't the serial interface of the ipEther232 indicated in the device
manager?
The serial interface of the ipEther232 is not recognized in the device
manager because it concerns a virtual interface and not around a physical
COM interface in the PC.

7. General: Can serial devices be used with ipEther232 also via Internet?
Yes, the ipEther232 makes the access to the serial device possible over
the local Ethernet. The TCP/IP protocol is used for it. TCP/IP forms the
basis of the Ethernet.

8. General: Is it possible to build communication between the RS485 interface of
the ipEther232 and serial device with only 2 wires?
It is possible. Please look in our manual in the section RS485 as a 2 wire
solution.

9. General: Are there 2 wire solution for the ipEther232 with RS232 interface, too?
Yes. Only pin 2 (RXD Receiver Data), pin 3 (TXD Transmit Data) and mass
(GND) are needed. In addition, it can be necessary to activate
"NoModemSignals" in the Configtool. This can take place alternatively via
durable bridging of pin 4 (DTR Data Terminal Ready) and pin 6 (DSR Data
Set Ready). For Pin allocation, please see the manual.

10. General: Why does the ipEther232 not function with 1200 baud?
The ipEther232 supports the speeds of 2400-115200 Baud. If you need
1200 Baud, please contact us.

12. General: Which supply voltages are offered for ipEther232?
9V DC, 18-36V DC, 18-27V DC
Other tensions on request.
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12. General: How can | accomplish an analysis of my serial connection over
ipEther232?

You can use tools like PortMon(serial connection) and CommView or
Ethereal (network connection) for this.

13. General: Why do delays occur at ipEther232 during the serial transmission?
Fig. 1 shows the delays during a serial direct connection.

Serial direct connection

PC RS232
serial master J L serial slave

serial tra

n
data.p e time

“block

time
nsmlssion
serial tra receipt

awn buissaooad

|

aw buissanold

v 7

With the serial connection with ipEther232, an additional slight time delay is
caused. This delay is caused through the package running time in the
Ethernet during the transmission over the network and their packing and
unpacking. These short delays do not occur because byte by byte are sent
on the network, but Ethernet blocks are formed.

Serial connection via ipEther232

serial slave

2w buissanoid

2wy buissaooid
=
<
5‘:
D
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&
2wy buissaooid
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14. General RS232:

15. General RS485:

16. General RS485:

Subject to change without prior notice

Which cable do | have to use for the connection of ipEther232?
Depending upon which device is used, you must select the appropriate

lead. From the diagrams below, please take the information of your needed

cable.

For ipEther232 and ipEther232.PPP "DTE-Device"

For ipEther232.Modem "DCE-Device"

Null Modem Cable - Crossover Cabhle DB to DB9

DTE Device (Computer)  [IB9 D-EDEnnEgiDE)STE DTE Device (Computer) B9
Ping DBS  RS-232 Signal MNames Zignal Direction Pind DB9  R5-232 Signal Names
#1 Carrier Detectar (DCD) cD ‘ #1 Carrier Detector (DCD) cD
#2 Receive Data (Rx) RD h #2 Receive Data (Fx) RO
#3 Transmit Data (Tx) IE R #3 Transmit Data (Tx) el
#4 Data Terminal Ready DTR | = #4 Data Terminal Ready DTR
#5 Signal GroundCommon [SG) GhD | — #5 Signal Ground/Zommon (5G) GMD
#E Dats Set Ready DER h #6 Data Set Ready DER
#7 Request to Send RTS #7 Request to Send RTS
#5 Clear to Send CTS C:y//H #3 Clear to Send CTS
#9 Ring Indicatar Rl #9 Ring Indicatar Rl
Soldered to DB Metal - Shield FGND Soldered to DBI Metal - Shield FGMD
Modem Cable - Straight Cable DB9 to DB9
DTE Device (Computer) DB9 D&EnggiD?SCE DCE Device (Modem) DB9
Pind DBS  RS-232 Signal Names Zignal Direction Pind DBS  RS-232 Signal Mames
#1 Carrier Detector (DCD) ZD <1:. #1 Carrier Detector (DCD) ZD
#2 Receive Data (Rx) RD <}:' #2 Receive Data (Rx) RO
#3 Transmit Data (Tx) i : #3 Transmit Data (Tx) el
#4 Data Terminal Ready DTR ﬁ #4 Data Terminal Ready DTR
#5 Signal GroundiCommon (5G] Gh[ | ———— | 2 Signal GrouncdiComman (5G) GMD
#6 Data Set Ready DER — #6 Data Set Ready DER
#7 Request to Send RTS \:{} #7 Request to Send RTS
#5 Clear to Send CTS _ #5 Clear to Send CTS
#9 Ring Indicator Rl Q: #9 Ring Indicator Rl
Soldered to DBS Metal - Shield F MO = | S0ldered to DES Metal - Shield FGMD
Modem to Modem Cable - Crossover Cable DBY to DBY
DCE Device (Modem)  DB9 Dgnﬁnﬁgiﬂf E DCE Dewvice (Modem) DB9
Pin# DBA  RE-232 Signal Mames Signal Direction Pin# DBA  RE-232 Signal Mames
# Carrier Detector (DCD) ch #1 Carrier Detector (DCD) CD
#2 Receive Data (Rx) RD #2 Receive Data (Fx) RD
#3 Tranzmit Data (Tx) D m #3 Transmit Data (T=) D
#4 Dsta Terminal Ready OTR #4 Data Terminal Ready DTR
#5 Signal Ground!/Common (53) GhD #5 Signal Ground!/Common (SG) GhD
#6 Data Set Ready DSR #6 Data Set Ready DSR:
#7 Reguest to Send RTS ﬁ #7 Reguest to Send RTS
#5 Clear to Send CTS #5 Clear to Send CTS
#2 Ring Indicator Rl #2 Ring Indicator Rl
Saldered to DBA Metal - Shield FEhD Saldered to DBA Metal - Shield FEhD
MNull Modem Cable - Crossover Cable DB9 to DB9
DTE Device (Computer) B9 D-EEntE?ﬁD?STE DTE Device (Computer) B9
Pin# DBA  RE-232 Signal Mames Signal Direction Pin# DBS  R5-232 Signal Names
#1 Carrier Detector (DCD) ch #1 Carrier Detector (DCDN D
#2 Receive Data (Rx) RD #2 Receive Data (Fx) RO
#3 Tranzmit Data (Tx) s #3 Transmit Data (Tx) el
#4 Data Terminal Ready DTR #4 Data Terminal Ready DTR
#5 Signal Ground/Common (5G] GhD #5 Signal Ground/Common (SG) GND
#6 Data Set Ready DSR #E Data Set Ready DSR
#7 Reguest to Send RTS #7 Request to Send RTS
#5 Clear to Send CTS #5 Clear to Send CTS
#9 Ring Indicstor Rl | | %9 Ring Inclicator Rl
Soldered to DBS Metal - Shield FGND| ——=. | Soldered to DB Metal - Shield FGMD

How long may the line be?
The RS485 line may be maximally 500 meters.

How many participants can be attached to the RS485 bus system?
It can be attached up to 32 participants.
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17.

18.

19.

20.

21.

22.

23.

24.
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General RS485:

General RS485:

ipEther232:

ipEther232.PPP:

ipEther232.PPP:

ipEther232.PPP:

Tools:

Tools:

Does every RS485 interface receive its own IP Address?

No. Because several senders work together at the same line, it must be
protected via a protocol that maximum one data sender is active on the
same time. All other senders must be in high-impedance status at this time.

| added an ipEther232 with RS485 to the bus system. Why does it not
work?

During the installation, correct polarity of the pairs of veins must be paid
attention as a wrong polarity leads to inverting the data signals. Particularly
with difficulties in connection with the installation of new end devices, each
error location should be begun with the examination of the bus polarity.

Is it possible to be accessed from several computers at the same time
to one virtual Com-Port?

No, only one computer has access ability at the same time. All further ones
receive the message: "ACCESS Denied" (program-specific expenditure).

Is it possible to handle the announcing information (username and
password) over ipEther232.PPP?

No, password examinations such as PAP or Chap are momentarily not yet
supported by ipEther232.PPP.

Can | connect two networks with your products?
Yes, with two ipEther232.PPP, which steer a simple routing via GSM -,
ISDN -, or analog modems.

How can | make a serial device Ethernet able (TCP/IP-able)?

With ipEther232.PPP, PPP must be configured for this (under Linux: pppd,
under Windows: Telecommunications connection.) P.S.: If only the serial
device can accessed, it can be used ipEther232 (virtual Com Port), too.

PortMon (GUI-Tool for monitoring all serial port activity on a system.)
PortMon. Sometimes with all serially attached devices, it can come to
groundless communication problems. In such a case, it is helpful to
supervise and analyze the data communication to the serial device to
eliminate possible errors.

Portmon is a GUI/device driver combination that monitors and displays all
serial and parallel port activity on a system. (For a clear analysis, only one
device should be monitored.) Download PortMon:
http://www.sysinternals.com/ntw2k/freeware/portmon.shtml

Ethereal or CommView (programs for monitoring the network (LAN).)
Ethereal or CommView. In some cases communication between network
and ipEther232 functions are not as desired. To find out why, there are
software tools such as Ethereal or CommView.

Ethereal is a free network protocol analyzer. It allows you to examine data
from a live network or from a capture file on disk. (For a clear analysis,
monitored transmission paths should only be indicated.)

Download Ethereal: http://www.ethereal.com/distribution/win32/
CommView is a program for monitoring Internet and Local Area Network
(LAN) activity in capable of capturing and analyzing network packets.
Download CommView: http://www.tamos.com/download/
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10.18 Glossary

ARP Address Resolution Protocol

BDE Betriebsdatenerfassung (operating data logging)
BPS Bits per second (also known as the baud rate)
CCP Compression Control Protocol

CTS Clear to Send

DHCP Dynamic Host Configuration Protocol

DCE Data Communication Equipment

DSR Data Set Ready

DTE Data Terminal Equipment

DTR Data Terminal Ready

HTML Hyper Text Markup Language

HTTP HyperText Transfer Protocol

ICMP Internet Control Message Protocol

IEEE Institute (of) Electrical (and) Electronic Engineers
IP Internet Protocol

LAN Local Area Network

MAC Media Access Control

MDE Maschinendatenerfassung (machine data logging)
PC Personal Computer

RFC Request for Coments

RS232 Serial Interface (e.g. COM-Port) according to the RS232 Standard
RTS RequestTo Send

RXD Receive Data

SNMP Simple Network Management Protocol

SQL Structured Query Language

SUB-D9 9-pol. connector

TCP Transmission Control Protocol

TFTP Trivial File Transfer Protocol

TXD Transmit Data

UART Universal Asynchronous Receiver/Transmitter
UDP User Datagram Protocol

uTC Universal Time Code

XML eXtensible Markup Language
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